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S2_FG0/0/9F1G0/0/108HNERZR,
BEIESEIAANRE RN , AREESLLG0/0/9F0G0/0/105RTIFA

<Quidway>system-view

[Quidway]sysname S1

[S1]display interface GigabitEthernet 0/0/9

GigabitEthernet0/0/9 current state : UP

Line protocol current state : UP

Description:

Switch Port, Link-type : trunk(negotiated),

PVID : 1, TPID : 8100(Hex), The Maximum Frame Length is 9216
IP Sending Frames' Format is PKTFMT_ETHNT_2, Hardware address is d0d0-4ba6-aab0
Current system time: 2016-11-23 14:18:37

Port Mode: COMMON COPPER

Speed : 1000, Loopback: NONE

Duplex: FULL, Negotiation: ENABLE

Mdi  : AUTO, Flow-control: DISABLE

Last 300 seconds input rate 256 bits/sec, 0 packets/sec

Last 300 seconds output rate 912 bits/sec, 0 packets/sec

Input peak rate 13976 bits/sec, Record time: 2016-11-22 14:59:12
Output peak rate 13976 bits/sec, Record time: 2016-11-22 14:59:12

Input: 8802 packets, 1242101 bytes

Unicast: 854, Multicast: 7017
Broadcast: 931, Jumbo: 0
Discard: 0, Pause: 0
Frames: 0
Total Error: 0
CRC: 0, Giants: 0
Jabbers: 0, Fragments: 0
Runts: 0, DropkEvents: 0
Alignments: 0, Symbols: 0
Ignoreds: 0

Output: 53495 packets, 7626413 bytes
Unicast: 231, Multicast: 49564
Broadcast: 3700, Jumbo: 0
Discard: 0, Pause: 0
Total Error: 0
Collisions: 0, ExcessiveCollisions:

Late Collisions:
Buffers Purged:

0, Deferreds:
0
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Input bandwidth utilization threshold : 80.00%
Output bandwidth utilization threshold: 80.00%
Input bandwidth utilization : 0%

Output bandwidth utilization: 0%

[S1]display interface GigabitEthernet 0/0/10

GigabitEthernet0/0/10 current state : UP

Line protocol current state : UP

Description:

Switch Port, Link-type : trunk(negotiated),

PVID : 1, TPID : 8100(Hex), The Maximum Frame Length is 9216

IP Sending Frames' Format is PKTFMT_ETHNT_2, Hardware address is d0d0-4ba6-aab0
Current system time: 2016-11-23 14:22:22

Port Mode: COMMON COPPER

Speed : 1000, Loopback: NONE
Duplex: FULL, Negotiation: ENABLE
Mdi  : AUTO, Flow-control: DISABLE

Last 300 seconds input rate 72 bits/sec, 0 packets/sec

Last 300 seconds output rate 1024 bits/sec, O packets/sec

Input peak rate 14032 bits/sec, Record time: 2016-11-22 14:59:12
Output peak rate 14032 bits/sec, Record time: 2016-11-22 14:59:12

Input: 7025 packets, 786010 bytes

Unicast: 0, Multicast: 7025
Broadcast: 0, Jumbo: 0
Discard: 0, Pause: 0
Frames: 0
Total Error: 0
CRC: 0, Giants: 0
Jabbers: 0, Fragments: 0
Runts: 0, DropEvents: 0
Alignments: 0, Symbols: 0
Ignoreds: 0

Output: 54507 packets, 7979793 bytes
Unicast: 150, Multicast: 49709
Broadcast: 4648, Jumbo: 0
Discard: 0, Pause: 0
Total Error: 0
Collisions: 0, ExcessiveCollisions: 0
Late Collisions: 0, Deferreds: 0

Buffers Purged:

0
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Input bandwidth utilization threshold : 80.00%
Output bandwidth utilization threshold: 80.00%
Input bandwidth utilization : 0%

Output bandwidth utilization: 0%

FEERUEOERER Z BN o X AEON B ETheE | AEES1EAYG0/0/9
F0G0/0/10%zOANEERELE /9100 Mbit/s,

[Sllinterface GigabitEthernet 0/0/9
[S1-GigabitEthernet0/0/9]undo negotiation auto
[S1-GigabitEthernet0/0/9]speed 100
[S1-GigabitEthernet0/0/9]quit

[Sllinterface GigabitEthernet 0/0/10
[S1-GigabitEthernet0/0/10Jundo negotiation auto
[S1-GigabitEthernet0/0/10]speed 100

RIREAY75245S2 £RIG0/0/9F0G0/0/ 102 MRIIEZRECE /9100 Mbit/s,

<Quidway>system-view

[Quidway]sysname S2

[S2]interface GigabitEthernet 0/0/9
[S2-GigabitEthernet0/0/9]undo negotiation auto
[S2-GigabitEthernet0/0/9]speed 100
[S2-GigabitEthernet0/0/9]quit

[S2]interface GigabitEthernet 0/0/10
[S2-GigabitEthernet0/0/10Jundo negotiation auto
[S2-GigabitEthernet0/0/10]speed 100

IIES1 ERYGO/0/9F1G0/0/10Z M ANEREECE R,

[S1]display interface GigabitEthernet 0/0/9

GigabitEthernet0/0/9 current state : UP

Line protocol current state : UP

Description:

Switch Port, Link-type : trunk(negotiated),

PVID : 1, TPID : 8100(Hex), The Maximum Frame Length is 9216
IP Sending Frames' Format is PKTFMT_ETHNT_2, Hardware address is d0d0-4ba6-aab0
Current system time: 2016-11-23 14:29:45

Port Mode: COMMON COPPER

Speed : 100, Loopback: NONE

Duplex: FULL, Negotiation: DISABLE

Mdi : AUTO, Flow-control: DISABLE
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[S1]display interface GigabitEthernet 0/0/10
GigabitEthernet0/0/10 current state : UP

Line protocol current state : UP

Description:

Switch Port, Link-type : trunk(negotiated),

PVID : 1, TPID : 8100(Hex), The Maximum Frame Length is 9216
IP Sending Frames' Format is PKTFMT_ETHNT_2, Hardware address is d0d0-4ba6-aab0
Current system time: 2016-11-23 14:32:53

Port Mode: COMMON COPPER

Speed : 100, Loopback: NONE

Duplex: FULL, Negotiation: DISABLE

Mdi :AUTO, Flow-control: DISABLE

SE- EFNRIOEEERES

fES1FNS2 EEUZEth-Trunk 1, #X/5%5G0/0/941G0/0/10#Z AN
Eth-Trunk 1(iFE J5EZOMAEth-TrunkeiEIARRZEOTEEEHAERS ).

[S1]interface Eth-Trunk 1
[S1-Eth-Trunkl]quit

[S1llinterface GigabitEthernet 0/0/9
[S1-GigabitEthernet0/0/9]eth-trunk 1
[S1-GigabitEthernet0/0/9]quit
[Sllinterface GigabitEthernet 0/0/10
[S1-GigabitEthernet0/0/10]eth-trunk 1

[S2]interface Eth-Trunk 1
[S2-Eth-Trunkl]quit

[S2]interface GigabitEthernet 0/0/9
[S2-GigabitEthernet0/0/9]eth-trunk 1
[S2-GigabitEthernet0/0/9]quit
[S2]interface GigabitEthernet 0/0/10
[S2-GigabitEthernet0/0/10]eth-trunk 1

IVFEth-TrunkBIBC BLEER.,

[S1]display eth-trunk 1

Eth-Trunkl's state information is:

WorkingMode: NORMAL Hash arithmetic: According to SIP-XOR-DIP
Least Active-linknumber: 1 Max Bandwidth-affected-linknumber: 8

Operate status: up Number Of Up Port In Trunk: 2
PortName Status Weight
GigabitEthernet0/0/9 Up 1
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GigabitEthernet0/0/10 Up 1

[S2]display eth-trunk 1

Eth-Trunkl's state information is:

WorkingMode: NORMAL Hash arithmetic: According to SIP-XOR-DIP
Least Active-linknumber: 1 Max Bandwidth-affected-linknumber: 8

Operate status: up Number Of Up Port In Trunk: 2
PortName Status Weight
GigabitEthernet0/0/9 Up 1
GigabitEthernet0/0/10 Up 1

B RERFKEPFANENERS FRIBEth-Trunk TELER , BRRZEOESIE
IO,

$E= EERS LACP IEUREERRES

MIFRS1#0S2_ERYGO/0/9F01G0/0/10#Z O T HIECE.

[Sllinterface GigabitEthernet 0/0/9
[S1-GigabitEthernet0/0/9]undo eth-trunk
[S1-GigabitEthernet0/0/9]quit
[Sllinterface GigabitEthernet 0/0/10
[S1-GigabitEthernet0/0/10Jundo eth-trunk

[S2]interface GigabitEthernet 0/0/9
[S2-GigabitEthernet0/0/9]undo eth-trunk
[S2-GigabitEthernet0/0/9]quit
[S2]interface GigabitEthernet 0/0/10
[S2-GigabitEthernet0/0/10]Jundo eth-trunk

BlEEEth-Trunk 1HBECEIZEth-TrunkBERSLACPIRR,., SAEI5G0/0/9%F0
G0/0/10% OO0 N\Eth-Trunk 1,

[S1]interface Eth-Trunk 1
[S1-Eth-Trunkl]mode lacp
[S1-Eth-Trunkl]quit

[Sl]interface GigabitEthernet 0/0/9
[S1-GigabitEthernet0/0/9]eth-trunk 1
[S1-GigabitEthernet0/0/9]quit
[Sllinterface GigabitEthernet 0/0/10
[S1-GigabitEthernet0/0/10]eth-trunk 1

[S2]interface Eth-Trunk 1
[S2-Eth-Trunkl]mode lacp
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[S2-Eth-Trunk1]quit

[S2]interface GigabitEthernet 0/0/9
[S2-GigabitEthernet0/0/9]eth-trunk 1
[S2-GigabitEthernet0/0/9]quit
[S2]interface GigabitEthernet 0/0/10
[S2-GigabitEthernet0/0/10]eth-trunk 1

BB LEth-TrunkgYER | EERRESTIERLI.

[S1]display eth-trunk

Eth-Trunkl's state information is:

Local:

LAGID: 1 WorkingMode: LACP

Preempt Delay: Disabled Hash arithmetic: According to SIP-XOR-DIP

System Priority: 32768 System ID: d0d0-4ba6-aab0

Least Active-linknumber: 1  Max Active-linknumber: 8

Operate status: up Number Of Up Port In Trunk: 2

ActorPortName Status  PortType PortPri PortNo PortKey PortState Weight
GigabitEthernet0/0/9  Selected 100M 32768 1 289 10111100 1
GigabitEthernet0/0/10 Selected 100M 32768 2 289 10111100 1

Partner:

ActorPortName SysPri SystemID PortPri PortNo PortKey PortState
GigabitEthernet0/0/9 32768  d0d0-4ba6-ac20 32768 1 289 10111100
GigabitEthernet0/0/10 32768  d0d0-4ba6-ac20 32768 2 289 10111100

ES1 ERCELACPRIR SR /9100 , EERL/ILACPE i,
[Sl]lacp priority 100

BB ORISR e oS,

[Sl]interface GigabitEthernet 0/0/9
[S1-GigabitEthernet0/0/9]lacp priority 100
[S1-GigabitEthernet0/0/9]quit

[Sllinterface GigabitEthernet 0/0/10
[S1-GigabitEthernet0/0/10]lacp priority 100

IFEth-TrunkfIEC B4,

[Sl]ldisplay eth-trunk 1

Eth-Trunkl's state information is:

Local:

LAGID: 1 WorkingMode: LACP

Preempt Delay: Disabled Hash arithmetic: According to SIP-XOR-DIP
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System Priority: 100 System ID: d0d0-4ba6-aab0
Least Active-linknumber: 1 Max Active-linknumber: 8

Operate status: up Number Of Up Port In Trunk: 2

ActorPortName Status  PortType PortPri PortNo PortKey PortState Weight
GigabitEthernet0/0/9  Selected 100M 100 1 289 10111100 1
GigabitEthernet0/0/10 Selected 100M 100 2 289 10111100 1
Partner:

ActorPortName SysPri  SystemID PortPri PortNo PortKey PortState

GigabitEthernet0/0/9 32768  d0d0-4ba6-ac20 32768 1 289 10111100
GigabitEthernet0/0/10 32768  d0d0-4ba6-ac20 32768 2 289 10111100

[S2]display eth-trunk 1

Eth-Trunkl's state information is:

Local:

LAGID: 1 WorkingMode: LACP

Preempt Delay: Disabled Hash arithmetic: According to SIP-XOR-DIP

System Priority: 32768 System ID: d0d0-4ba6-ac20

Least Active-linknumber: 1 Max Active-linknumber: 8

Operate status: up Number Of Up Port In Trunk: 2

ActorPortName Status  PortType PortPri PortNo PortKey PortState Weight
GigabitEthernet0/0/9  Selected 100M 32768 1 289 10111100 1
GigabitEthernet0/0/10 Selected 100M 32768 2 289 10111100 1

Partner:

ActorPortName SysPri  SystemID PortPri PortNo PortKey PortState
GigabitEthernet0/0/9 100 d0d0-4ba6-aab0 100 1 289 10111100
GigabitEthernet0/0/10 100 d0d0-4ba6-aab0 100 2 289 10111100

[i=p45s

[S1]display current-configuration

#

ISoftware Version V200R008CO0SPC500
sysname S1

#
lacp priority 100

#

interface Eth-Trunkl
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mode lacp
#
interface GigabitEthernet0/0/9
eth-trunk 1
lacp priority 100
undo negotiation auto
speed 100
#
interface GigabitEthernet0/0/10
eth-trunk 1
lacp priority 100
undo negotiation auto
speed 100
#

return

[S2]display current-configuration
#
ISoftware Version V200R008CO0SPC500
sysnhame S2
#
interface Eth-Trunkl
mode lacp
#
interface GigabitEthernet0/0/9
eth-trunk 1
undo negotiation auto
speed 100
#
interface GigabitEthernet0/0/10
eth-trunk 1
undo negotiation auto
speed 100
#

return
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FES1F0S2 EIEEEth-Trunk 1HECEIZEth-Trunk AEEESLACPIRT AR
G0/0/9%0G0/0/1082 1 INAEth-Trunk 1,

<Quidway>system-view

[Quidway]sysname S1

[S1]interface Eth-trunk 1

[S1-Eth-Trunkl]mode lacp

[S1-Eth-Trunkl]quit

[S1l]interface GigabitEthernet0/0/9
[S1-GigabitEthernet0/0/9]eth-trunk 1
[S1-GigabitEthernet0/0/9]interface GigabitEthernet0/0/10
[S1-GigabitEthernet0/0/10]eth-trunk 1

<Quidway>system-view

[Quidway]sysname S2

[S2]interface eth-trunk 1

[S2-Eth-Trunk1l]mode lacp
[S2-Eth-Trunk1]trunkport GigabitEthernet 0/0/9
[S2-Eth-Trunk1]trunkport GigabitEthernet 0/0/10

SEZ KAAEXKIED , HEcE Trunk

797 HRRII A SRR | FFEERAS3_ERIEC/0/1FE0/0/ 7im AR S4
_AJEO/0/1F0E0/0/ 14w,

<Quidway>system-view

Enter system view, return user view with Ctrl+Z.
[Quidway]sysname S3

[S3]interface GigabitEthernet 0/0/1
[S3-GigabitEthernet0/0/1]shutdown
[S3-GigabitEthernet0/0/1]quit

[S3]interface GigabitEthernet 0/0/7
[S3-GigabitEthernet0/0/7]shutdown

<Quidway>system-view

Enter system view, return user view with Ctrl+Z.
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[Quidway]sysname S4

[S4]interface GigabitEthernet 0/0/1
[S4-GigabitEthernet0/0/1]shutdown
[S4-GigabitEthernet0/0/1]quit
[S4]interface GigabitEthernet 0/0/14
[S4-GigabitEthernet0/0/14]shutdown

IR imORISEEBIA SIHy bridim [, #Eth-Trunk 189 OKEEE
Trunk , FHAFFREVLANSIRSOE Zi%B .

[S1]interface Eth-Trunk 1
[S1-Eth-Trunkl]port link-type trunk
[S1-Eth-Trunkl]port trunk allow-pass vlan all

[S2]interface Eth-Trunk 1
[S2-Eth-Trunkl]port link-type trunk
[S2-Eth-Trunk1]port trunk allow-pass vlan all

$E= €iZVLAN

ALEEHIES3. R1, R3FISHZFRIFEAZFinENl. ES1FIS2 Lo Bl
VLAN , FHEARHARSVEROMAZIEEIEZEVLANS, BIrEEEE in
ViR O2EEECE ACcess,

£S1E |, #imHG0/0/13F0G0/0/1 53 IIIAEIVLAN 3F0VLAN 4,
f£S2.E , #imHG0/0/3¥01G0/0/6 3 AIINAVLAN 4F0VLAN 2,

[Sllinterface GigabitEthernet0/0/13
[S1-GigabitEthernet0/0/13]port link-type access
[S1-GigabitEthernet0/0/13]quit

[Sllinterface GigabitEthernet0/0/1
[S1-GigabitEthernet0/0/1]port link-type access
[S1-GigabitEthernet0/0/1]quit

[S1]vlan 2

[S1-vlan2]vlan 3

[S1-vlan3]port GigabitEthernet0/0/13
[S1-vlan3]vlan 4

[S1-vlan4]port GigabitEthernet0/0/1

[S2]vlan batch 2 to 4

[S2]interface GigabitEthernet 0/0/3
[S2-GigabitEthernet0/0/3]port link-type access
[S2-GigabitEthernet0/0/3]port default vlan 4
[S2-GigabitEthernet0/0/3]quit
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[S2]interface GigabitEthernet 0/0/6

[S2-GigabitEthernet0/0/6]port link-type access

[S2-GigabitEthernet0/0/6]port default vlan 2

The total number of vlans is : 4

FIAS1F1S2 EERIHEIEEVLAN , EBESERm X2 EIXT BAIVLAN,
<S1>display vlan

U: Up;
MP: Vlan-mapping;

D: Down;

#: ProtocolTransparent-vlan;

VID Type

Ports

TG: Tagged;

UT: Untagged;

ST: Vlan-stacking;

*: Management-vlan;

common UT:GE0/0/2(U)

GE0/0/6(D)
GEO0/0/12(D)
GEO0/0/17(D)
GE0/0/21(V)
GE0/0/25(D)
XGEO/0/1(D)
Eth-Trunk1(U)

GE0/0/3(V)

GE0/0/7(D)

GE0/0/14(V)
GE0/0/18(D)
GE0/0/22(V)
GE0/0/26(D)
XGEO0/0/2(D)

GE0/0/4(V)

GE0/0/8(D)

GEO0/0/15(D)
GE0/0/19(D)
GE0/0/23(U)
GE0/0/27(D)
XGEO0/0/3(D)

common TG:Eth-Trunk1(U)
common UT:GE0/0/13(U)
TG:Eth-Trunk1(U)
common UT:GE0/0/1(U)
TG:Eth-Trunk1(U)

enable
enable
enable
enable

Property

default
default
default
default

MAC-LRN Statistics Description

disable
disable
disable
disable

enable
enable
enable
enable

VLAN 0001
VLAN 0002
VLAN 0003
VLAN 0004

GEO0/0/5(V)

GE0/0/11(D)
GE0/0/16(D)
GE0/0/20(D)
GE0/0/24(D)
GE0/0/28(D)
XGEO0/0/4(D)
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<S2>display vlan

The total number of vlans is : 4

U: Up; D: Down; TG: Tagged; UT: Untagged;
MP: Vlan-mapping; ST: Vlan-stacking;

#: ProtocolTransparent-vlan; *: Management-vlan;

VID Type Ports

1  common UT:GE0/0/1(U) GEO0/0/2(V) GE0/0/4(V) GEO0/0/5(V)
GE0/0/7(D) GE0/0/8(D) GE0/0/11(U) GE0/0/12(V)
GEO0/0/13(V) GEO0/0/14(D) GEO0/0/15(D) GE0/0/16(D)
GEO0/0/17(D) GEO0/0/18(D) GEO0/0/19(D) GE0/0/20(D)
GEO0/0/21(D) GE0/0/22(D) GE0/0/23(U) GE0/0/24(U)
GEO0/0/25(D) GEO0/0/26(D) GEO0/0/27(D) GE0/0/28(D)
XGEO0/0/1(D) XGEO0/0/2(D) XGE0/0/3(D) XGE0/0/4(D)
Eth-Trunk1(U)

2 common UT:GEO0/0/6(D)

TG:Eth-Trunk1(U)
3 common TG:Eth-Trunk1(U)
4 common UT:GE0/0/3(U)

TG:Eth-Trunk1(U)

VID Status Property MAC-LRN Statistics Description
1 enable default enable disable VLAN 0001
2 enable default enable disable VLAN 0002
3 enable default enable disable VLAN 0003
4 enable default enable disable VLAN 0004

E2ERFREBHARIAED RFEOCEIMARISZIIMVLANG |, 7
HEth-Trunk LigOs8iFETAEVLANRIIRSGEL .
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SEN AERIRICE IP it

2aIAENIRL, S3. R3FNSAECEIPHIIL, BHTFLEER/ISIEAIER
O ECIPHEtE | EIIGS3FISARYAH EERZOVLANIF YR RAFED |, BcEIP
ek,

<Huawei>system-view
[Huawei]sysname R1
[R1]interface GigabitEthernet0/0/1

[R1-GigabitEthernet0/0/1]ip address 10.0.4.1 24

[S3]interface vlanif 1

[S3-vlanifl]ip address 10.0.4.2 24

<Huawei>system-view
[Huawei]sysname R3
[R3]interface GigabitEthernet0/0/2

[R3-GigabitEthernet0/0/2]ip address 10.0.4.3 24

[S4]interface vlanif 1

[S4-vlanifl]ip address 10.0.4.4 24
FEBRA SheEEENE , IGIE VLAN B ESR

#iTpingap<. EEVLAN 4RIRIFIRIGEHBEE RS, HEARVLAN
[ERNRE LS.

[R1]ping 10.0.4.3
PING 10.0.4.3: 56 data bytes, press CTRL_C to break
Reply from 10.0.4.3: bytes=56 Sequence=1 tt|=255 time=6 ms
Reply from 10.0.4.3: bytes=56 Sequence=2 ttl=255 time=2 ms
Reply from 10.0.4.3: bytes=56 Sequence=3 ttl=255 time=2 ms
Reply from 10.0.4.3: bytes=56 Sequence=4 tt|=255 time=2 ms

Reply from 10.0.4.3: bytes=56 Sequence=5 ttl=255 time=2 ms
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--- 10.0.4.3 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 2/2/6 ms

[R1]ping 10.0.4.4

PING 10.0.4.4: 56 data bytes, press CTRL_C to break
Request time out
Request time out
Request time out
Request time out
Request time out

--- 10.0.4.4 ping statistics ---
5 packet(s) transmitted
0 packet(s) received

100.00% packet loss

B , A LUGNIRIFISILAR RIFISAZ ERIEEM. HAMEESA,
F£B7x  EE Hybrid iz

B & im RIS ”bHybnd _ILl;kauiﬁﬁEltEEETHVLANTESZHJ:ﬁ\_\JZ
ERIRESHITNRE, AMESS , BEBIRBHybridif IR AFVLAN 2F0VLAN 4
ZIBIRJLAEEIES

$&S1_ERIGO/0/1imFNS2 EAYGO/0/3F1G0/0/6tm HIZEALEC & FyHybrid.,
FEY , BeEXLin [ ARIEEHRMETAES A VLAN 2F0VLAN 4R9FRE,

[S1linterface GigabitEthernet 0/0/1
[S1-GigabitEthernet0/0/1]undo port default vlan
[S1-GigabitEthernet0/0/1]port link-type hybrid
[S1-GigabitEthernet0/0/1]port hybrid untagged vlan 2 4

[S1-GigabitEthernet0/0/1]port hybrid pvid vlan 4
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[S2]interface GigabitEthernet 0/0/3
[S2-GigabitEthernet0/0/3]undo port default vlan
[S2-GigabitEthernet0/0/3]port link-type hybrid
[S2-GigabitEthernet0/0/3]port hybrid untagged vlan 2 4
[S2-GigabitEthernet0/0/3]port hybrid pvid vlan 4
[S2-GigabitEthernet0/0/3]quit

[S2]interface GigabitEthernet 0/0/6
[S2-GigabitEthernet0/0/6]undo port default vlan
[S2-GigabitEthernet0/0/6]port link-type hybrid
[S2-GigabitEthernet0/0/6]port hybrid untagged vlan 2 4

[S2-GigabitEthernet0/0/6]port hybrid pvid vlan 2

HiTport hybrid pvid vlands< |, ATLAE BisOKEIEIREMIT B EE R
MHARINEIVLANATRSS, FRdport hybrid untagged vlan#s$EILARC & i%im1E
mFAEELEGENZ AT, BIERERAIVLANIRE.

#HiTpingin<, MHXVLAN 3HR1ISR3IZEIREEESS,
<R1>ping 10.0.4.3
PING 10.0.4.3: 56 data bytes, press CTRL_C to break
Reply from 10.0.4.3: bytes=56 Sequence=1 ttl=255 time=1 ms
Reply from 10.0.4.3: bytes=56 Sequence=2 tt|=255 time=1 ms
Reply from 10.0.4.3: bytes=56 Sequence=3 ttl=255 time=1 ms
Reply from 10.0.4.3: bytes=56 Sequence=4 tt|=255 time=10 ms
Reply from 10.0.4.3: bytes=56 Sequence=5 tt|=255 time=1 ms
--- 10.0.4.3 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 1/2/10 ms
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#1Tpinga< , WILVLAN 27hRISABERSVLAN 4hRIR1E(E.
<R1>ping 10.0.4.4
PING 10.0.4.4: 56 data bytes, press CTRL_C to break
Reply from 10.0.4.4: bytes=56 Sequence=1 tt|=255 time=41 ms
Reply from 10.0.4.4: bytes=56 Sequence=2 ttl=254 time=2 ms
Reply from 10.0.4.4: bytes=56 Sequence=3 tt|=254 time=3 ms
Reply from 10.0.4.4: bytes=56 Sequence=4 ttl=254 time=2 ms
Reply from 10.0.4.4: bytes=56 Sequence=5 ttl=254 time=2 ms
--- 10.0.4.4 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 2/10/41 ms

BigBCEHybridig , EVLAN 2R9AYEHBEIEIZISEERVLAN 4R3I ,
RZIMA. TRBEEHybridizOHVLAN 35ttt /910.0.4 20ENURT RS
EVLANEHES,

=8 453

[R1]display current-configuration
[V200R007C00SPC600]
#

sysname R1
#
interface GigabitEthernet0/0/1

ip address 10.0.4.1 255.255.255.0
#

return

[S3]display current-configuration
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#

ISoftware Version V100R006C05
sysname S3

#

interface Vlanifl
ip address 10.0.4.2 255.255.255.0

#

interface GigabitEthernet0/0/1
shutdown

#

interface GigabitEthernet0/0/7
shutdown

#

return

[S1]display current-configuration

#

ISoftware Version V200R008C00SPC500
sysname S1

#
vlan batch 2 to 4

#
lacp priority 100

#

interface Eth-Trunkl
port link-type trunk
port trunk allow-pass vlan 2 to 4094
mode lacp

#

interface GigabitEthernet0/0/1

LEIRE

.

=]
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port link-type hybrid
port hybrid pvid vlan 4
port hybrid untagged vlan 2 4
#
interface GigabitEthernet0/0/9
undo negotiation auto
speed 100
eth-trunk 1
lacp priority 100
#
interface GigabitEthernet0/0/10
undo negotiation auto
speed 100
eth-trunk 1
lacp priority 100
#
interface GigabitEthernet0/0/13
port link-type access
port default vlan 3
#

return

[S2]display current-configuration

#

ISoftware Version V200R008CO0SPC500
syshame S2

#
vlan batch 2 to 4

#

interface Eth-Trunkl

LEIRE

SR REREELLT &

$203



port link-type trunk
port trunk allow-pass vlan 2 to 4094
mode lacp
#
interface GigabitEthernet0/0/3
port link-type hybrid
port hybrid pvid vlan 4
port hybrid untagged vlan 2 4
#
interface GigabitEthernet0/0/9
undo negotiation auto
speed 100
eth-trunk 1
#
interface GigabitEthernet0/0/10
undo negotiation auto
speed 100
eth-trunk 1
#
interface GigabitEthernet0/0/6
port link-type hybrid
port hybrid pvid vlan 2
port hybrid untagged vlan 2 4
#

return

[R3]display current-configuration
[V200R007C00SPC600]
#

sysname R3
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#
interface GigabitEthernet0/0/2

ip address 10.0.4.3 255.255.255.0
#

return

[S4]display current-configuration

#

ISoftware Version V100R006C05
sysname S4

#

interface Vlanifl
ip address 10.0.4.4 255.255.255.0

#

interface GigabitEthernet0/0/1
shutdown

#

interface GigabitEthernet0/0/14
shutdown

#

return

LEIRE

.

=]
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5pig 1-3 VLAN [EiHERS

FIBR

o EERATVLANERHAYTrunkZORNEE X
o EEERMIEEO ERESNFEORIDE

o EIBEVLANESIIARPEEHBIE X

16FEl
R2
G0/0/1.1 G0/0/1.3
10.0.4.254/24 | 10.0.8.254/24
G0/0/2
S1
G0/0/1 G0/0/3
GO/ 10041724 1008.1/24 b
R1 R3
1.3 SERRHSIOIRHMNE]
=
3%

I RERRLEIE RSB XD ARVLIANEEEARER 12BN ZZEE
5 FHRLESEBJENERERE. (BERATIWSEE  #oEh I AFESLIIE
VLANE(E , MEREHERREEIRER , BEiERERHALIRISR3IZE
EVLANBEERIFEK.
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RMESER

$HR— ZRRIRES

MRAESHERNRETRERE  FENSRL RS | Aebid®
B2, MREANRFEES L LRERE  FERNSR2FTREE.

BCERL, R3FMSIANRERMR , FHEIRIOFHEEERLIAIGO/0/1ZORIIPHE
Hk,

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
[Huawei]sysname R1

[R1]interface GigabitEthernet 0/0/1

[R1-GigabitEthernet0/0/1]ip address 10.0.4.1 24

<Huawei>system-view
Enter system view, return user view with Ctrl+Z.

[Huawei]sysname R3

<Quidway>system-view

[Quidway]sysname S1

$B— A R3EEHIP Hblik

RARINFNEBCER3_ERIGO/0/ 1522 RYIPHELE,

[R3]interface GigabitEthernet 0/0/1

[R3-GigabitEthernet0/0/1]ip address 10.0.8.1 24
$IR= €JiEVLAN

7£S1 EBIEVLAN 4F0VLAN 8 |, #im[G0/0/1I0AZEIVLAN 47 |, im0
GO/0/3RAZIVLAN 8+,
[S1]vlan batch 4 8

Info: This operation may take a few seconds. Please wait for a moment...done.
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[Sllinterface GigabitEthernet 0/0/1
[S1-GigabitEthernet0/0/1]port link-type access
[S1-GigabitEthernet0/0/1]port default vlan 4
[S1-GigabitEthernet0/0/1]quit

[Sl]interface GigabitEthernet0/0/3
[S1-GigabitEthernet0/0/3]port link-type access
[S1-GigabitEthernet0/0/3]port default vian 8

[S1-GigabitEthernet0/0/3]quit

S LiEEER2IRRRRAYGO/0/2um ECE A TrunkiZz O , F7oEFVLAN 4F0
VLAN 8gyisZiEid.

[Sl]interface GigabitEthernet0/0/2
[S1-GigabitEthernet0/0/2]port link-type trunk

[S1-GigabitEthernet0/0/2]port trunk allow-pass vlan 4 8

SEMN fE R2 EAYFEOSCIE VLAN [EiSH

BT ISAERE— LRI E O SN S TEE | msEhr EARER)
BTARVLANFIAEME , FTLAERBRE EECERRRNZE RO ERE
RIMKRFE |, fER2 LACEF%MG0/0/1.1F1G0/0/1.3 , F{F/IVLAN 4F1VLAN
BHIRIK

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
[Huawei]sysname R2

[R2]interface GigabitEthernet0/0/1.1
[R2-GigabitEthernet0/0/1.1]ip address 10.0.4.254 24
[R2-GigabitEthernet0/0/1.1]dot1lq termination vid 4
[R2-GigabitEthernet0/0/1.1]arp broadcast enable
[R2-GigabitEthernet0/0/1.1]quit

[R2]interface GigabitEthernet0/0/1.3
[R2-GigabitEthernet0/0/1.3]ip address 10.0.8.254 24

[R2-GigabitEthernet0/0/1.3]dot1lq termination vid 8
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[R2-GigabitEthernet0/0/1.3]arp broadcast enable

ARIMR3 LRI E—FREVARHIERSZ BRI,

[R1]ip route-static 0.0.0.0 0.0.0.0 10.0.4.254

[R3]ip route-static 0.0.0.0 0.0.0.0 10.0.8.254

BeETehE | IMR1SR3EEEM.
<R1>ping 10.0.8.1

PING 10.0.8.1: 56 data bytes, press CTRL_C to break
Reply from 10.0.8.1: bytes=56 Sequence=1 ttI=254 time=10 ms
Reply from 10.0.8.1: bytes=56 Sequence=2 tt|=254 time=1 ms
Reply from 10.0.8.1: bytes=56 Sequence=3 ttl=254 time=1 ms
Reply from 10.0.8.1: bytes=56 Sequence=4 ttl=254 time=10 ms
Reply from 10.0.8.1: bytes=56 Sequence=5 ttl=254 time=1 ms

--- 10.0.8.1 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 1/4/10 ms

[R2]display ip routing-table
Route Flags: R - relay, D - download to fib

Routing Tables: Public

Destinations : 10 Routes : 10
Destination/Mask Proto Pre  Cost Flags NextHop Interface
10.0.4.0/24 Direct 0 O D 10.0.4.254 GigabitEthernet0/0/1.1
10.0.4.254/32 Direct 0 O D 127.00.1 GigabitEthernet0/0/1.1
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10.0.4.255/32 Direct 0 O D 127.00.1
10.0.8.0/24 Direct 0 O D 10.0.8.254
10.0.8.254/32 Direct 0 O D 127.00.1
10.0.8.255/32 Direct 0 O D 127.00.1
127.0.0.0/8 Direct 0 O D 127.00.1
127.0.0.1/32 Direct 0 O D 127.00.1
127.255.255.255/32Direct 0 0O D 127.00.1
255.255.255.255/32Direct 0 0 D 127.00.1
BB

[R1]display current-configuration

[V200R007C00SPC600]

#

sysname R1

#

interface GigabitEthernet0/0/1
ip address 10.0.4.1 255.255.255.0
#
ip route-static 0.0.0.0 0.0.0.0 10.0.4.254
#

return

[R2]display current-configuration
[V200R007C00SPC600]
#
syshname R2
#
interface GigabitEthernet0/0/1
#

interface GigabitEthernet0/0/1.1

GigabitEthernet0/0/1.1
GigabitEthernet0/0/1.3
GigabitEthernet0/0/1.3
GigabitEthernet0/0/1.3
InLoopBackO
InLoopBackO
InLoopBackO

InLoopBackO
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dotlq termination vid 4
ip address 10.0.4.254 255.255.255.0
arp broadcast enable

#

interface GigabitEthernet0/0/1.3
dotlq termination vid 8
ip address 10.0.8.254 255.255.255.0
arp broadcast enable

#

return

[R3]display current-configuration
[V200R007C00SPC600]
#
sysname R3
#
interface GigabitEthernet0/0/1
ip address 10.0.8.1 255.255.255.0
#
ip route-static 0.0.0.0 0.0.0.0 10.0.8.254
#

return

[S1]display current-configuration
ISoftware Version V200R008CO0SPC500
#

sysname S1

#

vlan batch 4 8

#
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interface GigabitEthernet0/0/1
port link-type access
port default vian 4

#

interface GigabitEthernet0/0/2
port link-type trunk
port trunk allow-pass vlan 4 8

#

interface GigabitEthernet0/0/3
port link-type access
port default vian 8

#

return

HHRERER | REFNELLT B FE29mW



8 1-4 B BE=ERHE

FIBR

4HH]E

B = BN CHIVLAN @R E S A
o EREEILIKMTrunkiEEsLIVLANEBERIECETT A
o EETEARVLIANEERESEBIMYOSPFAITTE

]
i E
Vianif 3:10.0.3.254/24 Vlanif 5:10.0.5.2/24
Vianif 4 :10.0.4.254/24 S1 e - S2 Vlanif 6 :10.0.6.254/24
Vlanif 5:10.0.5.1/24 -7 ~Q Vlanif 7 :10.0.7.254/24

/

< G0/0/9 G0/0/9 ™,

P —_

Ell4 =E3TRsCIuHaFNE]

=
32

EJ/EMW%EP B EAE= B AT LABERISEIIVLANEIEE. (FAt

WHINEEER , SFEEE=RRIEEVLANIFHZORI=EIRE | (#1501
FﬁTTE?I‘IEF'EI’JIWZ%%‘E@Z*ELVLANIEUL{Eo ItE5h , 7977 ES1ANS 2R A AR
MEREBHIT=RBIE , EFRELEBEINMY.

o

SE— ZLHMRES

MRMMESHEERNETHREIRE  FENLRIFHE  AEHIT SR,

INREANIREE S E— 1 LRAVEE | FEEN SRR E.

HHRERER | REFNELLT B $30m



BR1_ERIGO/0/ 1 ORYIPHENIFECE /910.0.4.1/24 |, ES1FIS2Z [ABCE

Eth-Trunk , F3&FS3F1S4_ERYFTEXiHO.

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
[Huawei]sysname R1

[R1]interface GigabitEthernet 0/0/1

[R1-GigabitEthernet0/0/1]ip address 10.0.4.1 24

<Huawei>system-view
Enter system view, return user view with Ctrl+Z.

[Huawei]sysname R3

<Quidway>system-view

[Quidway]sysname S1

[S1]interface Eth-Trunk 1

[S1-Eth-Trunkl]mode lacp

[S1-Eth-Trunkl]port link-type trunk

[S1-Eth-Trunkl]port trunk allow-pass vlan all
[S1-Eth-Trunkl]quit

[Sllinterface GigabitEthernet 0/0/9
[S1-GigabitEthernet0/0/9]eth-trunk 1
[S1-GigabitEthernet0/0/9]interface GigabitEthernet 0/0/10

[S1-GigabitEthernet0/0/10]eth-trunk 1

<Quidway>system-view
[Quidway]sysname S2

[S2]interface Eth-Trunk 1
[S2-Eth-Trunk1]mode lacp
[S2-Eth-Trunkl1]port link-type trunk

[S2-Eth-Trunk1]port trunk allow-pass vlan all
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[S2-Eth-Trunk1]quit

[S2]interface GigabitEthernet 0/0/9
[S2-GigabitEthernet0/0/9]eth-trunk 1
[S2-GigabitEthernet0/0/9]interface GigabitEthernet 0/0/10

[S2-GigabitEthernet0/0/10]eth-trunk 1

<Quidway>system-view
[Quidway]sysname S3
[S3]interface GigabitEthernet 0/0/7

[S3-GigabitEthernet0/0/7]shutdown

<Quidway>system-view
[Quidway]sysname S4
[S4]interface GigabitEthernet 0/0/14

[S4-GigabitEthernet0/0/14]shutdown

SEZ AReELEENES

BRI E FIVLANB B FEOES.

[R1]undo ip route-static 0.0.0.0 0

[R2]undo interface GigabitEthernet 0/0/1.1

[R2]undo interface GigabitEthernet 0/0/1.3

[R3]interface GigabitEthernet 0/0/1
[R3-GigabitEthernet0/0/1]Jundo ip address
[R3-GigabitEthernet0/0/1]quit

[R3]Jundo ip route-static 0.0.0.0 0

[S1]undo vlan batch 4 8

Warning: The configurations of the VLAN will be deleted. Continue?[Y/N]:y

HHRERER | REFNELLT B $#32m



Info: This operation may take a few seconds. Please wait for a moment...done.

[Sl]interface GigabitEthernet 0/0/2
[S1-GigabitEthernet0/0/2]undo port trunk allow-pass vlan 4 8
[S1-GigabitEthernet0/0/2]quit

[Sllinterface GigabitEthernet 0/0/13

[S1-GigabitEthernet0/0/13]Jundo shutdown

[S2]interface GigabitEthernet0/0/6

[S2-GigabitEthernet0/0/6]undo shutdown

BT TFFS1F0S2/8RYEth-Trunkz O,
[S1]interface Eth-Trunk 1

[S1-Eth-Trunkl]undo shutdown

[S2]interface Eth-Trunk 1

[S2-Eth-Trunk1l]undo shutdown

SE= f£S17#0S2 Eit=61E VLAN 3 3| VLAN 7

[S1]vlan batch 3 to 7

Info: This operation may take a few seconds. Please wait for a moment...done.

[S2]vlan batch 3 to 7

Info: This operation may take a few seconds. Please wait for a moment...done.

HHAVLANERIHEIE.
[S1]display vlan
The total number of vlans is : 6
...output omit...

VID Type Ports
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1 common

3 common

4 common

5 common

6 common

7 common

...output omit...

[S2]display vlan

UT:GEO/0/1(U)
GEO0/0/5(V)
GEO0/0/11(D)
GEO0/0/15(D)
GE0/0/19(D)
GE0/0/23(V)
TG:Eth-Trunk1(U)
TG:Eth-Trunk1(U)
TG:Eth-Trunk1(U)
TG:Eth-Trunk1(U)

TG:Eth-Trunk1(U)

The total number of vlans is : 6

...output omit...

VID Type

1 common

3 common

4 common

5 common

6 common

7 common

...output omit...

Ports

UT:GE0/0/1(U)
GEO0/0/5(V)
GE0/0/11(V)
GEO0/0/15(D)
GE0/0/19(D)
GE0/0/23(D)
TG:Eth-Trunk1(U)
TG:Eth-Trunk1(U)
TG:Eth-Trunk1(U)
TG:Eth-Trunk1(U)

TG:Eth-Trunk1(U)

GEOQ/0/2(D)

GE0/0/6(D)

GEO0/0/12(D)
GEO0/0/16(D)
GE0/0/20(D)

GEOQ/0/24(D)

GEO0/0/2(D)
GE0/0/6(D)
GEO0/0/12(V)
GE0/0/16(D)
GE0/0/20(D)

GEO0/0/24(D)

GE0/0/3(V)
GEO0/0/7(D)
GEO/0/13(D)
GEO0/0/17(D)
GE0/0/21(U)

Eth-Trunk1(U)

GEO0/0/3(U)
GE0/0/7(D)
GEO0/0/13(V)
GE0/0/17(D)
GE0/0/21(D)

Eth-Trunk1(U)

GEOQ/0/4(V)
GE0/0/8(D)
GEO0/0/14(D)
GEO0/0/18(D)

GE0/0/22(V)

GEO0/0/4(V)
GE0/0/8(D)
GEO0/0/14(D)
GE0/0/18(D)

GE0/0/22(D)
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£ ftE Eth-Trunk §58g
¥S1_ERYG0/0/1%10/0/135% A5 BUANAVLAN 4F0VLAN 3, 1§S2_ ERY

G0/0/3%0G0/0/6umMA5 FIANAVLAN 6F0VLAN 7,

[SLjinterface Eth-Trunk 1

[S1-Eth-TrunkL]port trunk pvid vian 5

[S1-Eth-Trunkl]quit

[SLjinterface GigabitEthernet 0/0/1

[S1-GigabitEthernet0/0/1]port link-type access

[S1-GigabitEthernet0/0/1]port default vian 4

[S1-GigabitEthernet0/0/1]quit

[SLjinterface GigabitEthernet 0/0/13

[S1-GigabitEthernet0/0/13]port link-type access

[S1-GigabitEthernet0/0/13]port default vlan 3

[S2]interface Eth-Trunk 1

[S2-Eth-Trunk1]port trunk pvid vlan 5
[S2-Eth-Trunk1]quit

[S2]interface GigabitEthernet 0/0/3
[S2-GigabitEthernet0/0/3]port link-type access
[S2-GigabitEthernet0/0/3]port default vian 6
[S2-GigabitEthernet0/0/3]quit

[S2]interface GigabitEthernet 0/0/6
[S2-GigabitEthernet0/0/6]port link-type access

[S2-GigabitEthernet0/0/6]port default vian 7

FcE5Thk/E . FiiTdisplay vianis $EEVLANLIK B RiROER.
<S1>display vlan
The total number of vlans is : 6

...output omit...
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VID Type

Ports

1 common

UT.GEO/0/2(D)
GEOQ/0/6(D)
GE0/0/12(D)
GEO0/0/17(D)

GEO0/0/21(V)

TG:Eth-Trunk1(U)

3 common UT:GE0/0/13(U)

TG:Eth-Trunk1(U)

4 common UT:GE0/0/1(U)

TG:Eth-Trunk1(U)

5 common UT:Eth-Trunk1(U)

6 common TG:Eth-Trunk1(U)

7 common TG:Eth-Trunk1(U)

...output omit...

<S2>display vlan

The total number of vlans is : 6

...output omit...

VID Type

1 common

Ports

UT:GEO/0/1(V)
GEO0/0/6(D)
GEO0/0/12(V)
GEO0/0/16(D)

GEO0/0/20(D)

TG:Eth-Trunk1(U)

common TG:Eth-Trunk1(U)

common TG:Eth-Trunk1(U)

GE0/0/3(U)
GEO/0/7(D)
GE0/0/14(D)
GEO0/0/18(D)

GEO0/0/22(V)

GE0/0/2(D)
GEO0/0/7(D)
GEO0/0/13(V)
GEO0/0/17(D)

GEO0/0/21(D)

GE0/0/4(V)
GE0/0/8(D)
GE0/0/15(D)
GEO0/0/19(D)

GEO0/0/23(U)

GE0/0/4(V)
GEO/0/8(D)
GEO0/0/14(D)
GEO0/0/18(D)

GEO0/0/22(D)

GEOQ/0/5(V)
GEO0/0/11(D)
GE0/0/16(D)
GEOQ/0/20(D)

GEOQ/0/24(D)

GE0/0/5(V)
GEO0/0/11(V)
GEO0/0/15(D)
GEO0/0/19(D)

GEO0/0/23(D)
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5 common TG:Eth-Trunk1(U)

6 common UT:GE0/0/3(U)
TG:Eth-Trunk1(U)

7 common UT:GE0/0/6(U)
TG:Eth-Trunk1(U)

...output omit...

SR EE VLANIF =EEO

2BUAS1_EAIVLANIF 3, VLANIF 4F0VLANIF 5% S2 FAIVLANIF 5,
VLANIF 6F0VLANIF 7EcEIPHELL,

[S1]interface Vlanif 3

[S1-VlIanif3]ip address 10.0.3.254 24
[S1-Vlanif3]interface Vlanif 4
[S1-VlIanif4]ip address 10.0.4.254 24
[S1-Vlanif4]interface Vlanif 5

[S1-VlIanif5]ip address 10.0.5.1 24

[S2]interface Vlanif 5

[S2-Vlanif5]ip address 10.0.5.2 24
[S2-Vlanif5]interface Vlanif 6
[S2-Vlanif6]ip address 10.0.6.254 24
[S2-Vlanif6]interface Vlanif 7

[S2-Vlanif7]ip address 10.0.7.254 24

$£I;x  AR1, R3, S3 #1154 fEE IP itbhHFNER&EERH

AL , R1, R3. S3FfIS4MEIZEFinEN , NEeREHEEtE— A
FIPHiE , HApS3F0SAEAVLANIF LiZOBCEIPHEL , AS1ES3AYE0/0/1 31
OF0S489E0/0/6imONNAZIVLAN 19, R1g9HEHEMACEH10.0.4.1/24, &5
NERREERE—KHEHFSIEHEERMNX.,

[R1]ip route-static 0.0.0.0 0.0.0.0 10.0.4.254
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[S3]interface Vlanif 1
[S3-Vlanifl]ip address 10.0.3.3 24
[S3-Vlanifl]quit

[S3]ip route-static 0.0.0.0 0.0.0.0 10.0.3.254

[R3]interface GigabitEthernet 0/0/2
[R3-GigabitEthernet0/0/2]ip address 10.0.6.3 24
[R3-GigabitEthernet0/0/2]quit

[R3]ip route-static 0.0.0.0 0.0.0.0 10.0.6.254

[S4]interface Vlanif 1
[S4-Vlanifl]ip address 10.0.7.4 24
[S4-Vlanifl]quit

[S4]ip route-static 0.0.0.0 0.0.0.0 10.0.7.254

Bt 120 VLAN 3 #1 VLAN 4 [Ea9&EEH

GMR1FIS3 Z EAYEE .

<R1>ping 10.0.3.3

PING 10.0.3.3: 56 data bytes, press CTRL_C to break
Reply from 10.0.3.3: bytes=56 Sequence=1 tt|=254 time=37 ms
Reply from 10.0.3.3: bytes=56 Sequence=2 tt|=253 time=2 ms
Reply from 10.0.3.3: bytes=56 Sequence=3 ttI=253 time=10 ms
Reply from 10.0.3.3: bytes=56 Sequence=4 tt|=253 time=3 ms

Reply from 10.0.3.3: bytes=56 Sequence=5 ttl=253 time=2 ms

--- 10.0.3.3 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 2/10/37 ms
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HUR1FIR3 Z [ERUEREM,
<R1>ping 10.0.6.3
PING 10.0.6.3: 56 data bytes, press CTRL_C to break
Request time out
Request time out
Request time out
Request time out
Request time out
--- 10.0.6.3 ping statistics ---
5 packet(s) transmitted
0 packet(s) received

100.00% packet loss

[EZ2EERBRIMRITEERES. HiTtracertanS , EHBERNAYR
=

[R1]tracert 10.0.6.3
traceroute to 10.0.6.3(10.0.6.3), max hops: 30 ,packet length: 40,press CTRL_C to break

110.04.25417ms 4ms 4ms

2 * * *

HERMEETUEY , RIFBRIHENE10.0.6. 35X T HIRIRY | (BEREIER
XBERNAHENEY910.0.4. 254F9RIKIRTE.

EMRKIRESL LEERG AL BRINEIIRES
[S1]display ip routing-table
Route Flags: R - relay, D - download to fib

Routing Tables: Public

Destinations : 8 Routes : 8
Destination/Mask ~ Proto Pre Cost Flags NextHop Interface
10.0.3.0/24 Directc 0 O D 10.0.3.254 Vlanif3
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10.0.3.254/32 Direct 0 O D 127.0.0.1 InLoopBack0

10.0.4.0/24 Direct 0 O D 10.04.254 Vlanif4
10.0.4.254/32 Direct 0 O D 127.0.0.1 InLoopBackO
10.0.5.0/24 Direct 0 O D 10.0.5.1 Vianif5
10.0.5.1/32 Direct 0 O D 127.0.0.1 InLoopBack0
127.0.0.0/8 Direct 0 O D 127.0.0.1 InLoopBackO
127.0.0.1/32 Direct 0 O D 127.0.0.1 InLoopBackO

HEREETUEY , BFMER10.0.6.0/24FHIESIEEMER , HS1 Ethi
RECE MRS B RS RMGREIZMERIERER | BfSLgBEE
IZMIERAYBRESRE | SIMTIRISEIR L IEE R ZNZ MR,

)\ 7£S17F1S2 LEE OSPF thi¥Y

[S1]ospf
[S1-ospf-1]larea 0

[S1-ospf-1-area-0.0.0.0lnetwork 10.0.0.0 0.255.255.255

[S2]ospf
[S2-ospf-1]area 0

[S2-ospf-1-area-0.0.0.0]network 10.0.0.0 0.255.255.255

FcESehkia , fFOSPFISSSER , BEESIRIKHZE.
[S1]display ip routing-table
Route Flags: R - relay, D - download to fib

Routing Tables: Public

Destinations : 10 Routes : 10
Destination/Mask Proto Pre Cost Flags NextHop Interface
10.0.3.0/24 Direct0 0 D 10.0.3.254 Vlanif3
10.0.3.254/32 Direct0 0 D 127.00.1 InLoopBack0
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10.0.4.0/24 Direct0 0 D 10.04.254 Vlanif4

10.0.4.254/32 Direct0 0 D 127.001 InLoopBackO
10.0.5.0/24 Direct0 0 D 10.051 Vlanif5
10.0.5.1/32 Direct0 0 D 127.001 InLoopBackO
10.0.6.0/24 OSPF 10 2 D 10.05.2 Vlanif5
10.0.7.0/24 OSPF 10 2 D 10.05.2 Vlanif5
127.0.0.0/8 Direct0 0 D 127.001 InLoopBackO
127.0.0.1/32 Direct0 0 D 127.0.0.1 InLoopBackO

ATLIERZIS1 BE@ISOSPF# 2] 710.0.6.0/2470110.0.7.0/ 24X P~
B, FRIENRIFR3EAIEENE,

[R1]ping 10.0.6.3

PING 10.0.6.3: 56 data bytes, press CTRL_C to break
Reply from 10.0.6.3: bytes=56 Sequence=1 tt|=253 time=11 ms
Reply from 10.0.6.3: bytes=56 Sequence=2 tt|=253 time=1 ms
Reply from 10.0.6.3: bytes=56 Sequence=3 tt|=253 time=10 ms
Reply from 10.0.6.3: bytes=56 Sequence=4 tt|=253 time=1 ms
Reply from 10.0.6.3: bytes=56 Sequence=5 ttl=253 time=1 ms

--- 10.0.6.3 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 1/4/11 ms

[R1]ping 10.0.7.4
PING 10.0.7.4: 56 data bytes, press CTRL_C to break
Reply from 10.0.7.4: bytes=56 Sequence=1 ttl=253 time=30 ms
Reply from 10.0.7.4: bytes=56 Sequence=2 tt|=252 time=2 ms
Reply from 10.0.7.4: bytes=56 Sequence=3 tt|=252 time=3 ms

Reply from 10.0.7.4: bytes=56 Sequence=4 tt|=252 time=2 ms
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Reply from 10.0.7.4: bytes=56 Sequence=5 tt|=252 time=2 ms
--- 10.0.7.4 ping statistics ---

5 packet(s) transmitted

5 packet(s) received

0.00% packet loss

round-trip min/avg/max = 2/7/30 ms

=4

[R1]display current-configuration
[V200R007C00SPC600]
#
sysname R1
#
interface GigabitEthernet0/0/1
ip address 10.0.4.1 255.255.255.0
#
ip route-static 0.0.0.0 0.0.0.0 10.0.4.254
#

return

[S1]display current-configuration
ISoftware Version V200R008C0O0SPC500
#
sysname S1
#
vlan batch 3to 7
#
interface Vlanif3
ip address 10.0.3.254 255.255.255.0

#
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interface Vlanif4

ip address 10.0.4.254 255.255.255.0

#
interface Vlanif5
ip address 10.0.5.1 255.255.255.0
#
interface Eth-Trunkl
port link-type trunk

port trunk pvid vlan 5

port trunk allow-pass vlan 2 to 4094

mode lacp

#

interface GigabitEthernet0/0/1
port link-type access
port default vian 4

#

interface GigabitEthernet0/0/9
eth-trunk 1

#

interface GigabitEthernet0/0/10
eth-trunk 1

#

interface GigabitEthernet0/0/13
port link-type access
port default vlan 3

#

ospf 1l
area 0.0.0.0

network 10.0.0.0 0.255.255.255

(R
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return

[S2]display current-configuration
ISoftware Version V200R008C00SPC500
#
sysname S2
#
vlan batch 3 to 7
#
interface Vlanif5
ip address 10.0.5.2 255.255.255.0
#
interface Vlanif6
ip address 10.0.6.254 255.255.255.0
#
interface Vlanif7
ip address 10.0.7.254 255.255.255.0
#
interface Eth-Trunkl
port link-type trunk
port trunk pvid vlan 5
port trunk allow-pass vlan 2 to 4094
mode lacp
#
interface GigabitEthernet0/0/3
port link-type access
port default vlan 6
#
interface GigabitEthernet0/0/6

port link-type access
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port default vian 7
#
interface GigabitEthernet0/0/9
eth-trunk 1
#
interface GigabitEthernet0/0/10
eth-trunk 1
#
ospf 1l
area 0.0.0.0
network 10.0.0.0 0.255.255.255
#

return

[S3]display current-configuration
#
ISoftware Version V100R006C05
sysname S3
#
interface Vlanifl
ip address 10.0.3.3 255.255.255.0
#
interface GigabitEthernet0/0/7
shutdown
#
ip route-static 0.0.0.0 0.0.0.0 10.0.3.254
#

return

[S4]display current-configuration
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#
ISoftware Version V100R006C05
sysname S4
#
interface Vlanifl
ip address 10.0.7.4 255.255.255.0
#
interface GigabitEthernet0/0/14
shutdown
#
ip route-static 0.0.0.0 0.0.0.0 10.0.7.254
#

return
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INREANRFEE S L EHRAEE | FEENSER2TA,
<Huawei>system-view
Enter system view, return user view with Ctrl+Z.

[Huawei]sysname R1

<Huawei>system-view
Enter system view, return user view with Ctrl+Z.

[Huawei]sysname R2

<Huawei>system-view
Enter system view, return user view with Ctrl+Z.

[Huawei]sysname R3

SEZ AReSELEENES

MpREREFHSESRAVECEFH XA ERILAAMEZ. MBRFTRAIVLANECE,

[R1]undo ip route-static 0.0.0.0 0
[R1]interface GigabitEthernet 0/0/1

[R1-GigabitEthernet0/0/1]shutdown

[R3]Jundo ip route-static 0.0.0.0 0
[R3]interface GigabitEthernet 0/0/2

[R3-GigabitEthernet0/0/2]shutdown

[S1]undo interface Vlanif 3

[S1]undo interface Vlanif 5

[S1]undo vlan batch35to 7

Warning: The configurations of the VLAN will be deleted. Continue?[Y/N]:y
Info: This operation may take a few seconds. Please wait for a moment...done.
[Sllinterface GigabitEthernet 0/0/1

[S1-GigabitEthernet0/0/1]undo port default vlan
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[S1-GigabitEthernet0/0/1]quit
[S1]undo ospf 1

Warning: The OSPF process will be deleted. Continue? [Y/N]:y

[S2]undo interface Vlanif 5
[S2]undo interface Vlanif 7

[S2]undo vlan batch3to 57

Warning: The configurations of the VLAN will be deleted. Continue?[Y/N]:y

Info: This operation may take a few seconds. Please wait for a moment...done.

[S2]interface GigabitEthernet 0/0/3
[S2-GigabitEthernet0/0/3]undo port default vlan
[S2-GigabitEthernet0/0/3]quit

[S2]undo ospf 1

Warning: The OSPF process will be deleted. Continue? [Y/N]:y

[S3]undo interface Vlanif 1

[S4]undo interface Vlanif 1

$]= 7 R1., R2 1 R3 pHRTIEOEE IP ibilt

[R1]interface Serial 1/0/0

[R1-Serial1/0/0]ip address 10.0.12.1 24

[R2]interface Serial 1/0/0
[R2-Serial1/0/0]ip address 10.0.12.2 24
[R2-Serial1/0/0]quit

[R2]interface Serial 2/0/0

[R2-Serial2/0/0]ip address 10.0.23.2 24

[R3]interface Serial 2/0/0
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[R3-Serial2/0/0]ip address 10.0.23.3 24

SN ER{TEO_EER HDLC 1Y

[R1]interface Serial 1/0/0
[R1-Serial1/0/0]link-protocol hdlc

Warning: The encapsulation protocol of the link will be changed. Continue? [Y/N]:y

[R2]interface Serial 1/0/0

[R2-Serial1/0/0]link-protocol hdlc

Warning: The encapsulation protocol of the link will be changed. Continue? [Y/N]:y
[R2-Serial1/0/0]quit

[R2]interface Serial 2/0/0

[R2-Serial2/0/0]link-protocol hdlc

Warning: The encapsulation protocol of the link will be changed. Continue? [Y/N]:y
[R3]interface Serial 2/0/0

[R3-Serial2/0/0]link-protocol hdlc

Warning: The encapsulation protocol of the link will be changed. Continue? [Y/N]:y

BeErehkfa , EERITERONRKE. URLENEREEAM,
[R1]display interface Seriall/0/0
Serial1/0/0 current state : UP
Line protocol current state : UP
Last line protocol up time : 2016-03-10 11:25:08
Description:HUAWEI, AR Series, Serial1/0/0 Interface
Route Port,The Maximum Transmit Unit is 1500, Hold timer is 10(sec)
Internet Address is 10.0.12.1/24
Link layer protocol is nonstandard HDLC
Last physical up time  :2016-03-22 22:03:46
Last physical down time : 2016-03-22 22:03:44

Current system time: 2016-03-22 22:05:39

LHREEE | RERINEELLT 5

50,



Physical layer is synchronous, Baudrate is 64000 bps
Interface is DCE, Cable type is V35, Clock mode is DCECLK1
Last 300 seconds input rate 2 bytes/sec 16 bits/sec 0 packets/sec

Last 300 seconds output rate 2 bytes/sec 16 bits/sec 0 packets/sec

Input: 9949 packets, 139374 bytes

Broadcast: 0, Multicast: 0
Errors: 0, Runts: 0
Giants: 0, CRC: 0
Alignments: 0, Overruns: 0
Dribbles: 0, Aborts: 0
No Buffers: 0, Frame Error: 0

Output: 9953 packets, 139474 bytes
Total Error: 0, Overruns: 0
Collisions: 0, Deferred: 0
DCD=UP DTR=UP DSR=UP RTS=UP CTS=UP
Input bandwidth utilization :0.07%

Output bandwidth utilization : 0.07%

FAZZEORYIRRSAIMICASIIBUPE | B EEERAESM.

<R2>ping 10.0.12.1
PING 10.0.12.1: 56 data bytes, press CTRL_C to break
Reply from 10.0.12.1: bytes=56 Sequence=1 ttI=255 time=44 ms
Reply from 10.0.12.1: bytes=56 Sequence=2 tt|=255 time=39 ms
Reply from 10.0.12.1: bytes=56 Sequence=3 tt|=255 time=39 ms
Reply from 10.0.12.1: bytes=56 Sequence=4 ttl=255 time=40 ms
Reply from 10.0.12.1: bytes=56 Sequence=5 tt|=255 time=39 ms

---10.0.12.1 ping statistics ---
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5 packet(s) transmitted
5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 39/40/44 ms

[R2]ping 10.0.23.3

PING 10.0.23.3: 56 data bytes, press CTRL_C to break
Reply from 10.0.23.3: bytes=56 Sequence=1 ttI=255 time=44 ms
Reply from 10.0.23.3: bytes=56 Sequence=2 ttI=255 time=39 ms
Reply from 10.0.23.3: bytes=56 Sequence=3 ttI=255 time=39 ms
Reply from 10.0.23.3: bytes=56 Sequence=4 tt|=255 time=40 ms
Reply from 10.0.23.3: bytes=56 Sequence=5 ttI=255 time=39 ms

--- 10.0.23.3 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 39/40/44 ms

SBh Gic&E OSPF

H=EH=3 LEEAOSPFESMNY , FAMEENEERR.
[R1]ospf 1
[R1-ospf-1l]area 0

[R1-ospf-1-area-0.0.0.0]network 10.0.12.0 0.0.0.255

[R2]ospf 1
[R2-ospf-1]area 0
[R2-ospf-1-area-0.0.0.0]network 10.0.12.0 0.0.0.255

[R2-ospf-1-area-0.0.0.0]network 10.0.23.0 0.0.0.255

[R3]ospf 1
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[R3-ospf-1]area 0

[R3-ospf-1-area-0.0.0.0]lnetwork 10.0.23.0 0.0.0.255

[t =g

<R1>display ip routing-table

IRERE

BT OSPFINY S IF T HERIARLE,

Route Flags: R - relay, D - download to fib

Routing Tables: Public

Destinations : 8 Routes : 8

Destination/Mask ~ Proto Pre Cost  Flags NextHop
10.0.12.0/24 Direct 0 O D 10.0.121
10.0.12.1/32 Direct 0 O D 127.0.0.1
10.0.12.255/32 Direct 0 O D 127.001
10.0.23.0/24 OSPF 10 3124 D 10.0.12.2
127.0.0.0/8 Direct 0 O D 127.0.01
127.0.0.1/32 Direct 0 O D 127.001

127.255.255.255/32 Direct 0 O D 127.0.0.1

255.255.255.255/32 Direct 0 O D 127.0.0.1
FIAEN I HBERE BT OSPHMYF I E,

AR1E , }f7pingdss ,
<R1>ping 10.0.23.3

@ URLFIR3BAERE

PING 10.0.23.3: 56 data bytes, press CTRL_C to break

Reply from 10.0.23.3: bytes=56 Sequence=1 tt|=254 time=44 ms
Reply from 10.0.23.3: bytes=56 Sequence=2 tt|=254 time=39 ms
Reply from 10.0.23.3: bytes=56 Sequence=3 ttI=254 time=39 ms
Reply from 10.0.23.3: bytes=56 Sequence=4 tt|=254 time=40 ms

Reply from 10.0.23.3: bytes=56 Sequence=5 ttl=254 time=39 ms

--- 10.0.23.3 ping statistics ---

5 packet(s) transmitted

Interface
Serial1/0/0
Serial1/0/0
Serial1/0/0
Serial1/0/0
InLoopBack0
InLoopBackO
InLoopBack0

InLoopBack0

LHIRE

S5 REFNEELLT 8
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5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 39/40/44 ms

S EERBOEE

EESRTROERAVZEIRIRE, RIS HRER |, FHESRTIPIER,

<R1>display interface Serial1/0/0

Serial1l/0/0 current state : UP

Line protocol current state : UP

Last line protocol up time : 2016-03-10 11:25:08
Description:HUAWEI, AR Series, Seriall/0/0 Interface

Route Port,The Maximum Transmit Unit is 1500, Hold timer is 10(sec)
Internet Address is 10.0.12.1/24

Link layer protocol is nonstandard HDLC

Last physical up time  :2016-03-10 11:23:55

Last physical down time : 2016-03-10 11:23:55

Current system time: 2016-03-10 11:51:12

Physical layer is synchronous, Baudrate is 64000 bps

Interface is DCE, Cable type is V35, Clock mode is DCECLK1

Last 300 seconds input rate 5 bytes/sec 40 bits/sec 0 packets/sec
Last 300 seconds output rate 2 bytes/sec 16 bits/sec 0 packets/sec

...output omit...

[EZ2EERBRIAYSL/0/0FOEZEAIZDCELAT BT TPiE264000bit/s,

DCEIR &R LA SRS TR0 .

FER1FOR2EI5EEEAIRT SHERE(E R 9128000bit/s, X—IR{FREDCEIRE

R1_E#H1T.
[R1]interface Serial 1/0/0

[R1-Seriall/0/0]baudrate 128000
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fa . BEERTEONRT , FARTMEREEN,
<R1>display interface Serial1/0/0
Seriall/0/0 current state : UP
Line protocol current state : UP
Last line protocol up time : 2016-03-10 11:25:08
Description:HUAWEI, AR Series, Serial1/0/0 Interface
Route Port,The Maximum Transmit Unit is 1500, Hold timer is 10(sec)
Internet Address is 10.0.12.1/24
Link layer protocol is nonstandard HDLC
Last physical up time  :2016-03-10 11:23:55
Last physical down time : 2016-03-10 11:23:55
Current system time: 2016-03-10 11:54:19
Physical layer is synchronous, Baudrate is 128000 bps
Interface is DCE, Cable type is V35, Clock mode is DCECLK1
Last 300 seconds input rate 6 bytes/sec 48 bits/sec 0 packets/sec
Last 300 seconds output rate 4 bytes/sec 32 bits/sec 0 packets/sec

...output omit...

SWt  (EMETIEOMEERRY PPP

FAERIFIR2LAR R2FNR3[EHE S ER 1 THE I sE FAPPPES %<, SRR RmASIN

ERVERRE , BUENSSEIR "Down” BB,
[R1]interface Serial 1/0/0
[R1-Serial1/0/0]link-protocol ppp

Warning: The encapsulation protocol of the link will be changed. Continue? [Y/N]:y

[R2]interface Serial 1/0/0

[R2-Serial1/0/0]link-protocol ppp

Warning: The encapsulation protocol of the link will be changed. Continue? [Y/N]:y
[R2-Serial1/0/0]quit

[R2]interface Serial 2/0/0

BcEMH
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[R2-Serial2/0/0]link-protocol ppp

Warning: The encapsulation protocol of the link will be changed. Continue? [Y/N]:y

[R3]interface Serial 2/0/0
[R3-Serial2/0/0]link-protocol ppp

Warning: The encapsulation protocol of the link will be changed. Continue? [Y/N]:y

BeETohkfa |, MlHEIEE i,
<R2>ping 10.0.12.1

PING 10.0.12.1: 56 data bytes, press CTRL_C to break
Reply from 10.0.12.1: bytes=56 Sequence=1 ttI=255 time=22 ms
Reply from 10.0.12.1: bytes=56 Sequence=2 ttl=255 time=27 ms
Reply from 10.0.12.1: bytes=56 Sequence=3 ttI=255 time=27 ms
Reply from 10.0.12.1: bytes=56 Sequence=4 ttl=255 time=27 ms
Reply from 10.0.12.1: bytes=56 Sequence=5 ttI=255 time=27 ms

--- 10.0.12.1 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 22/26/27 ms

<R2>ping 10.0.23.3

PING 10.0.23.3: 56 data bytes, press CTRL_C to break
Reply from 10.0.23.3: bytes=56 Sequence=1 tt|=255 time=35 ms
Reply from 10.0.23.3: bytes=56 Sequence=2 ttl=255 time=40 ms
Reply from 10.0.23.3: bytes=56 Sequence=3 ttl=255 time=40 ms
Reply from 10.0.23.3: bytes=56 Sequence=4 tt|=255 time=40 ms
Reply from 10.0.23.3: bytes=56 Sequence=5 ttl=255 time=40 ms

--- 10.0.23.3 ping statistics ---

5 packet(s) transmitted
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5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 35/39/40 ms

INRFTEPIngE | IFEEEONRS | URIMUIKEERIER.

<R1>display interface Serial1/0/0

Serial1/0/0 current state : UP

Line protocol current state : UP

Last line protocol up time : 2016-03-10 12:35:41
Description:HUAWEI, AR Series, Serial1/0/0 Interface

Route Port,The Maximum Transmit Unit is 1500, Hold timer is 10(sec)
Internet Address is 10.0.12.1/24

Link layer protocol is PPP

LCP opened, IPCP opened

Last physical up time  :2016-03-10 11:57:20

Last physical down time : 2016-03-10 11:57:19

Current system time: 2016-03-10 13:38:03

Physical layer is synchronous, Baudrate is 128000 bps

Interface is DCE, Cable type is V35, Clock mode is DCECLK1

Last 300 seconds input rate 7 bytes/sec 56 bits/sec 0 packets/sec
Last 300 seconds output rate 4 bytes/sec 32 bits/sec 0 packets/sec

...output omit...

SEI\ RERARRER

PPPECE THLfE | IRHRZ AISE I EURHHIRERIERE. AthiRHRaET
IR R ARIE— SR ENRE | BHREETESAZEORIPHELL | #i5/9320L,

LAR2AMGI , eTLABEEFIRIFIR3 AIZEAENEEH.
[R2]display ip routing-table
Route Flags: R - relay, D - download to fib
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Routing Tables: Public

Destinations : 12 Routes : 12

Destination/Mask Proto Pre Cost Flags NextHop Interface
10.0.12.0/24 Direct 0 O D 10.0.12.2 Serial1/0/0
10.0.12.1/32 Direct 0 O D 10.0.12.1 Serial1/0/0
10.0.12.2/32 Direct 0 O D 127.0.0.1 Serial1/0/0
10.0.12.255/32 Direct 0 O D 127.0.0.1 Serial1/0/0
10.0.23.0/24 Direct 0 O D 10.0.23.2 Serial2/0/0
10.0.23.2/32 Direct 0 O D 127.0.0.1 Serial2/0/0
10.0.23.3/32 Direct 0 O D 10.0.23.3 Serial2/0/0
10.0.23.255/32 Direct 0 O D 127.0.0.1 Serial2/0/0
127.0.0.0/8 Direct 0 O D 127.0.0.1 InLoopBackO
127.0.0.1/32 Direct 0 O D 127.0.0.1 InLoopBack0

127.255.255.255/32 Direct 0 O D 127.0.0.1 InLoopBackO

255.255.255.255/32 Direct 0 O D 127.0.0.1 InLoopBack0

LR |, BBRFPELSEERIFIRIANEEH. B MXMEEERIH
SKFNTOEE | Bl FEA N

NRECERZHDLCEX | IMBARPESBXMRIZHN ?

YNERR1FIR2_EAYS1/0/03zOIPHIIEATER—MER , B1ZBNAseizET
HDLCE;PPPLILE(SG ?

SN £ R1F1R2[EAY PPP §$EREF PAP JAIELDGE.

BCEPAPIAIEINRE | FHER1IECE IPAPIAIETS,
[R1]interface Serial 1/0/0
[R1-Seriall/0/0]ppp authentication-mode pap
[R1-Serial1/0/0]quit
[R1]aaa
[R1-aaa]local-user huawei password cipher huaweil23

info: A new user added
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[R1-aaa]local-user huawei service-type ppp

BR2BCE IPAPHIAIESS .
[R2]interface Serial 1/0/0

[R2-Serial1/0/0]ppp pap local-user huawei password cipher huaweil23

BcESer/a , fIRIFIR2ERTEREE , FeTLlEiddebugIigEil

IHRYHIZRZE.

<R1>debugging ppp pap packet
<R1>terminal debugging

<R1>display debugging

PPP PAP packets debugging switch is on
<R1>system-view

[R1]interface Serial 1/0/0
[R1-Seriall/0/0]shutdown

[R1-Seriall/0/0]lundo shutdown

Mar 10 2016 14:44:22.440.1+00:00 R1 PPP/7/debug2:
PPP Packet:
Seriall/0/0 Input PAP(c023) Pkt, Len 22
State ServerlListen, code Request(01), id 1, len 18
Host Len: 6 Name:huawei
[R1-Serial1/0/0]
Mar 10 2016 14:44:22.440.2+00:00 R1 PPP/7/debug2:
PPP Packet:
Serial1/0/0 Output PAP(c023) Pkt, Len 52
State WaitAAA, code Ack(02), id 1, len 48

Msg Len: 43  Msg:Welcome to use Access ROUTER, Huawei Tech.

[R1-Seriall/0/0]return

ZRPAPIA
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<R1>undo debugging all

Info: All possible debugging has been turned off

B+ £ R2#0R3 (A9 PPP §%i8IEH CHAP JAIEID&E

BR3ECEHCHAPETIAIES.

[R3]interface Serial 2/0/0
[R3-Serial2/0/0]ppp authentication-mode chap
[R3-Serial2/0/0]quit
[R3]aaa
[R3-aaa]local-user huawei password cipher huaweil23

info: A new user added
[R3-aaa]local-user huawei service-type ppp
[R3-aaa]quit
[R3]interface Serial 2/0/0
[R3-Serial2/0/0]shutdown

[R3-Serial2/0/0Jundo shutdown

T , WATR3 ESBUNTRER

Mar 10 2016 15:06:00+00:00 R3 %%01PPP/4/PEERNOCHAP(I)[5]:On the interface Serial2/0/0,
authentication failed and PPP link was closed because CHAP was disabled on the peer.

[R3-Serial2/0/0]

Mar 10 2016 15:06:00+00:00 R3 %%01PPP/4/RESULTERR(I)[6]:On the interface Serial2/0/0, LCP
negotiation failed because the result cannot be accepted.

B2 ERF KR ERFARENER D RIS mIAIERT K,
FER2BCE /ICHAPHITIAIESS .,

[R2]interface Serial 2/0/0

[R2-Serial2/0/0]ppp chap user huawei

[R2-Serial2/0/0]ppp chap password cipher huaweil23

SRS EOTAUPIRE. HiTpingdn S MiHiEE M,
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<R2>ping 10.0.23.3

PING 10.0.23.3: 56 data bytes, press CTRL_C to break
Reply from 10.0.23.3: bytes=56 Sequence=1 ttI=255 time=35 ms
Reply from 10.0.23.3: bytes=56 Sequence=2 ttI=255 time=41 ms
Reply from 10.0.23.3: bytes=56 Sequence=3 ttI=255 time=41 ms
Reply from 10.0.23.3: bytes=56 Sequence=4 ttl=255 time=41 ms
Reply from 10.0.23.3: bytes=56 Sequence=5 ttI=255 time=41 ms

--- 10.0.23.3 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 35/39/41 ms

$B+— (%M debug S EE R2 F1R3 Z[EEF CHAP #2537 PPP
EREA AR

BER25R3#E PPPIEEITANEER , AT ERI=2hELE , &
SEXAIR2/9S2/0/080 |, AiEEshdebugiss , BFIFHED , BIATERIEED
[(EI0EEN

BSoRAR289YIEEO.

[R2]interface Serial 2/0/0

[R2-Serial2/0/0]shutdown

#17debugging ppp chap allfiterminal debugging@< , &&debug

e

E’L‘I‘O

[R2-Serial2/0/0]return
<R2>debugging ppp chap all
<R2>terminal debugging

Info: Current terminal debugging is on.
<R2>display debugging

PPP CHAP packets debugging switch is on
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PPP CHAP events debugging switch is on
PPP CHAP errors debugging switch is on

PPP CHAP state change debugging switch is on

FIFFR269IEREZO] |, RIESIAIL.

<R2>system-view
Enter system view, return user view with Ctrl+Z.
[R2]interface Serial 2/0/0

[R2-Serial2/0/0]lundo shutdown

AR LAEEIMERAYdebugE S4HANT
Mar 10 2016 09:10:38.700.1+00:00 R2 PPP/7/debug2:
PPP State Change:
Serial2/0/0 CHAP : Initial --> ListenChallenge
[R2-Serial2/0/0]
Mar 10 2016 09:10:38.710.1+00:00 R2 PPP/7/debug2:
PPP Packet:
Serial2/0/0 Input CHAP(c223) Pkt, Len 25
State ListenChallenge, code Challenge(01), id 1, len 21
Value_Size: 16 Value: fc 9b 56 el 53 e3 a6 26 1b 54 e5 e2 al ed 90 87
Name:
[R2-Serial2/0/0]
Mar 10 2016 09:10:38.710.2+00:00 R2 PPP/7/debug?2:
PPP Event:
Serial2/0/0 CHAP Receive Challenge Event
state ListenChallenge
[R2-Serial2/0/0]
Mar 10 2016 09:10:38.710.3+00:00 R2 PPP/7/debug2:
PPP Packet:

Serial2/0/0 Output CHAP(c223) Pkt, Len 31
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State ListenChallenge, code Response(02), id 1, len 27
Value_Size: 16 Value:f954 169 3059 a0 af 52 al 1d de 85 77 27 6b
Name: huawei
[R2-Serial2/0/0]
Mar 10 2016 09:10:38.710.4+00:00 R2 PPP/7/debug2:
PPP State Change:
Serial2/0/0 CHAP : ListenChallenge --> SendResponse
[R2-Serial2/0/0]
Mar 10 2016 09:10:38.720.1+00:00 R2 PPP/7/debug2:
PPP Packet:
Serial2/0/0 Input CHAP(c223) Pkt, Len 20
State SendResponse, code SUCCESS(03), id 1, len 16
Message: Welcome to .
[R2-Serial2/0/0]
Mar 10 2016 09:10:38.720.2+00:00 R2 PPP/7/debug2:
PPP Event:
Serial2/0/0 CHAP Receive Success Event
state SendResponse
[R2-Serial2/0/0]
Mar 10 2016 09:10:38.720.3+00:00 R2 PPP/7/debug2:
PPP State Change:

Serial2/0/0 CHAP : SendResponse --> ClientSuccess

[E2ERFREBARIRIERD B 7 EINSHIZHAIRERIER.

/o Xi#debugligg.
[R2-Serial2/0/0]return
<R2>undo debugging all

Info: All possible debugging has been turned off
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BEANERS : SFHrHAGIIE

JHAPPPHRCHAPIAELLPAPINIEIZ £ ES ?

=4

[R1]display current-configuration
[V200R007C00SPC600]

#
sysname R1

#

aaa
authentication-scheme default
authorization-scheme default
accounting-scheme default
domain default

domain default_admin

local-user admin password cipher %$%$=i~>Xp&aY+*2cEVcS-A23Uwe%$%$

local-user admin service-type http

local-user huawei password cipher %$%$B:%I)Io0H8)[%SB[idM3C/!1#%$%$

local-user huawei service-type ppp
#
interface Seriall/0/0
link-protocol ppp
ppp authentication-mode pap
ip address 10.0.12.1 255.255.255.0
baudrate 128000
#
ospfl
area 0.0.0.0

network 10.0.12.0 0.0.0.255
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#

return

[R2]display current-configuration
[V200R007C00SPC600]
#
sysname R2
#
interface Serial1/0/0

link-protocol ppp

ppp pap local-user huawei password cipher %$%$u[hr6d <JVHR@->T7xr1<$.iv%$%$

ip address 10.0.12.2 255.255.255.0
#
interface Serial2/0/0

link-protocol ppp

ppp chap user huawei

ppp chap password cipher %$%$e{5h)gh"/UzO0mUC%VEx3$4<m%$%$

ip address 10.0.23.2 255.255.255.0
#
ospfl
area 0.0.0.0
network 10.0.12.0 0.0.0.255
network 10.0.23.0 0.0.0.255
#

return

[R3]display current-configuration
[V200R007C00SPC600]

#

sysname R3

LEIRE
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#
aaa
authentication-scheme default
authorization-scheme default
accounting-scheme default
domain default
domain default_admin
local-user admin password cipher %$%$=i~>Xp&aY+*2cEVcS-A23Uwe%$%$
local-user admin service-type http
local-user huawei password cipher %$%$fZsyUk1=0=>:14'ytgR~D*Im%$%$
local-user huawei service-type ppp
#
interface Serial2/0/0
link-protocol ppp
ppp authentication-mode chap
ip address 10.0.23.3 255.255.255.0
#
ospf 1l
area 0.0.0.0
network 10.0.23.0 0.0.0.255
#

return
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5c38 2-2 EgE PPPoE E iR

FIBR

o EiEPPPoEEFinikSEONEETE

o EiRPPPoEEFIRMAEMECE L

faiME
R1 R3
% V
11 Goso/0
R2
E2.2 ELEPPPoEEimsCiGnTNE]
=2
=8

PV EEERTE T BEDSLIRS BT M. R1IFIR3SBIZEE
WoSZHIINSEEHEE , BiliBIdTPPPoEIRSSES (R2 ) EEREERmMEE, &E
BEPIWANDEEE RS H#{TPPPoEE FIRHIELE LB M HAYEN AT LAET
PPPoEIRE1HAIIMNPE IR,

)
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RMESER

SE— LHMRES

MRAESHERNRETRERE  FENSRL RS | Aebid®
B2, MREANRFEES L LRERE  FERNSR2FTREE.
<Huawei>system-view
Enter system view, return user view with Ctrl+Z.

[Huawei]sysname R1

<Huawei>system-view
Enter system view, return user view with Ctrl+Z.

[Huawei]sysname R2

<Huawei>system-view
Enter system view, return user view with Ctrl+Z.

[Huawei]sysname R3

SER- AReELEENES

XiABTEO.
[R1]interface Serial 2/0/0

[R1-Serial2/0/0]shutdown

[R3]interface Serial 1/0/0

[R3-Seriall/0/0]shutdown
$£IE= fE PPPoE RS3EE

RAPPPOERS AWM EF |, BRASLIGPFEEPPPOEIRSSSES |
VAR AER I W ERDS AR 1IR3,

[R2]ip pool pooll
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Info: It's successful to create an IP address pool.
[R2-ip-pool-pooll]network 119.84.111.0 mask 255.255.255.0
[R2-ip-pool-pooll]gateway-list 119.84.111.254
[R2-ip-pool-pooll]quit

[R2]interface Virtual-Template 1

[R2-Virtual-Templatel]ppp authentication-mode chap
[R2-Virtual-Templatel]ip address 119.84.111.254 255.255.255.0
[R2-Virtual-Templatel]remote address pool pooll

[R2-Virtual-Templatel]quit

fER2AYGO/0/0Z 4 E REHIEIR,

[R2]interface GigabitEthernet 0/0/0
[R2-GigabitEthernet0/0/0]pppoe-server bind virtual-template 1

[R2-GigabitEthernet0/0/0]quit

JIPPPOESIAIETS B2 & ARSI,
[R2]aaa
[R2-aaa]local-user huaweil password cipher huaweil23
Info: Add a new user.
[R2-aaa]local-user huaweil service-type ppp
[R2-aaa]local-user huawei2 password cipher huaweil23
Info: Add a new user.
[R2-aaa]local-user huawei2 service-type ppp

[R2-aaa]quit
SEM ficE PPPoE ERiR

¥BR1ECE APPPoEE ik, EEAERL FEIFEILSIZOHITSPPPIAIEINRE,
& PPPHIAESHIREF AT ( W/RERPPPoEIRSSE: EAU—3L ) .

[R1]dialer-rule

[R1-dialer-rule]dialer-rule 1 ip permit
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[R1-dialer-rule]quit

[R1]interface Dialer 1

[R1-Dialerl]dialer user userl
[R1-Dialerl]dialer-group 1

[R1-Dialerl]dialer bundle 1

[R1-Dialerl]ppp chap user huaweil
[R1-Dialerl]ppp chap password cipher huaweil23
[R1-Dialerl]dialer timer idle 300
[R1-Dialerl]dialer queue-length 8

[R1-Dialerl]ip address ppp-negotiate

[R1-Dialerl]quit

F5PPPoEi SEO4ERHZO.

[R1]interface GigabitEthernet 0/0/0
[R1-GigabitEthernet0/0/0]pppoe-client dial-bundle-number 1

[R1-GigabitEthernet0/0/0]quit

Fe & AN E|PPPoERRSS BRI B 5258 /.

[R1]ip route-static 0.0.0.0 0.0.0.0 Dialer 1

BR3ECE /IPPPoEE Fim, EEIPBSR1I—HE,
[R3]dialer-rule
[R3-dialer-rule]dialer-rule 1 ip permit
[R3-dialer-rule]quit
[R3]interface Dialer 1
[R3-Dialerl]dialer user user2
[R3-Dialerl]dialer-group 1
[R3-Dialerl]dialer bundle 1

[R3-Dialerl]ppp chap user huawei2
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[R3-Dialerl]ppp chap password cipher huaweil23
[R3-Dialerl]dialer timer idle 300
[R3-Dialerl]dialer queue-length 8

[R3-Dialerl]ip address ppp-negotiate

[R3-Dialerl]quit

[R3]interface GigabitEthernet 0/0/0
[R3-GigabitEthernet0/0/0]pppoe-client dial-bundle-number 1

[R3-GigabitEthernet0/0/0]quit

[R3]ip route-static 0.0.0.0 0.0.0.0 Dialer 1

A HNIFfRESR

#i7display pppoe-server session allii< , &HEPPPoESTERPIRSHIED
EiER

(=

<R2>display pppoe-server session all

SID Intf State Olntf RemMAC LocMAC
1 Virtual-Templatel:0 UP GEO/0/0 00e0.fc03.d0ae 00e0.fc03.7516
2 Virtual-Templatel:1 UP GEO0O/0/0 00e0.fc03.aedd 00e0.fc03.7516

MEIZEEALUESL | SIBREIESR.

BERIMR3 LAYASEONER | FHARSEOEEMPPPOERSSZRIR
EXIPitbiiL,

<R1>display ip interface brief
*down: administratively down
~down: standby
(I): loopback
(s): spoofing
The number of interface that is UP in Physical is 7

The number of interface that is DOWN in Physical is 4
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The number of interface that is UP in Protocol is 5

The number of interface that is DOWN in Protocol is 6

Interface IP Address/Mask Physical Protocol
Cellular0/0/0 unassigned down down
Cellular0/0/1 unassigned down down
Dialerl 119.84.111.253/32 up up(s)
GigabitEthernet0/0/0  unassigned up down
...output omit...

<R3>display ip interface brief

...output omit...

Interface IP Address/Mask Physical  Protocol
Cellular0/0/0 unassigned down
Cellular0/0/1 unassigned down

Dialerl 119.84.111.252/32 up
GigabitEthernet0/0/0  unassigned up

...output omit...

[i=p45s

[R1]display current-configuration
[V200R007C00SPC600]
#
sysname R1
#
aaa
authentication-scheme default
authorization-scheme default
accounting-scheme default

domain default

down
down
up(s)

down
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domain default_admin

local-user admin password cipher %$%$=i~>Xp&aY +*2cEVcS-A23Uwe%$%$

local-user admin service-type http

local-user huawei password cipher %$%$B:%I)Io0H8)[%SB[idM3C/!#%$%$

local-user huawei service-type ppp
#
interface Dialerl

link-protocol ppp

ppp chap user huaweil

ppp chap password cipher %$%$A8E~UjX}@;bhCL*CAw#<%"Ba%$%$

ip address ppp-negotiate
dialer user userl
dialer bundle 1
dialer queue-length 8
dialer timer idle 300
dialer-group 1
#
interface GigabitEthernet0/0/0
pppoe-client dial-bundle-number 1
#
dialer-rule
dialer-rule 1 ip permit
#
ip route-static 0.0.0.0 0.0.0.0 Dialerl
#

return

[R2]display current-configuration
[V200R007C00SPC600]

#
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sysname R2
#
ip pool pooll
gateway-list 119.84.111.254
network 119.84.111.0 mask 255.255.255.0
#
aaa
authentication-scheme default
authorization-scheme default
accounting-scheme default
domain default
domain default_admin
local-user admin password cipher %$%$=i~>Xp&aY+*2cEVcS-A23Uwe%$%$
local-user admin service-type http
local-user huaweil password cipher %$%$MjCY6,a82N4W IFI3LMAKG9+%$%$
local-user huaweil service-type ppp
local-user huawei2 password cipher %$%$Ctq55RX:]R,8Jc13{],)KH!m%$%$
local-user huawei2 service-type ppp
#
interface Virtual-Templatel
ppp authentication-mode chap
remote address pool pooll
ip address 119.84.111.254 255.255.255.0
#
interface GigabitEthernet0/0/0
pppoe-server bind Virtual-Template 1
#

return

[R3]display current-configuration
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[V200R007C00SPC600]
#
sysname R3
#
aaa
authentication-scheme default
authorization-scheme default
accounting-scheme default
domain default
domain default_admin
local-user admin password cipher %$%$=i~>Xp&aY+*2cEVcS-A23Uwe%$%$
local-user admin service-type http
local-user huawei password cipher %$%$fZsyUk1=0=>:L4'ytgR~D*Im%$%$
local-user huawei service-type ppp
#
interface Dialerl
link-protocol ppp
ppp chap user huawei2
ppp chap password cipher %$%$0f8(;A11NS:q;SPo8TyP%.Ei%$%$
ip address ppp-negotiate
dialer user user2
dialer bundle 1
dialer queue-length 8
dialer timer idle 300
dialer-group 1
#
interface GigabitEthernet0/0/0
pppoe-client dial-bundle-number 1
#

dialer-rule
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dialer-rule 1 ip permit

#

ip route-static 0.0.0.0 0.0.0.0 Dialerl

#

return
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B=E IPR2RE
5C36 3-1 EiE ACL iFiERIVER
FI8I

e EREERACLHEESE
o ERACLEZEOTHMNARSE

10.0.13.0/24

1 /G0/0/0 . G0/0/0

El3.1 EcEACLITIREVEESEIORFMNE]
=
=

EWERZE T =M% , EPR2IEZEINZATRERME , RIFIR3S BN
AEDZMERNIRE , X=aEHFET ERNEE, REEEHRTER
TelnetfIFTPARSSAIINER , RIFFIESD SXHIR TR AR A SRS BRI
TelnetfR5325 , RIFAED IR T RAVFLIEFTPARSS AR,
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RMESER

SBR— TRWRES
RIS HEERNESERERS , FENLSRIUTREE | REhids
B2, MREANRFEES L LRERE  FERNSR2FTREE.

[Huawei]sysname R1

[Huawei]sysname R2

[Huawei]sysname R3

[Huawei]sysname S1
[S1]vlan 4
[S1-vlan4]quit
[S1]interface vlanif 4

[S1-VlIanif4]ip address 10.0.4.254 24

[Huawei]sysname S2
[S2]vlan 6
[S2-vlan6]quit
[S2]interface vlanif 6

[S2-Vlanif6]ip address 10.0.6.254 24

SER- AReELEENES

MRz CAYOSPFECE. PPPoEiRS#ZEMLAKR2 ERYPPPOERSSZRREEHAER
WRAYECE.

[R1]ospf
[R1-ospf-1]area O
[R1-ospf-1-area-0.0.0.0]Jundo network 10.0.0.0 0.255.255.255

[R1-ospf-1-area-0.0.0.0]quit
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[R1-ospf-1]quit

[R1]undo ip route-static 0.0.0.0 0

[R1]interface GigabitEthernet 0/0/0

[R1-GigabitEthernet0/0/0Jundo pppoe-client dial-bundle-number 1
[R1]interface Dialer 1

[R1-Dialerl]undo dialer user

[R1]Jundo interface Dialer 1

[R1]dialer-rule

[R1-dialer-rulelundo dialer-rule 1

[R2]ospf

[R2-ospf-1]area 0

[R2-0spf-1-area-0.0.0.0]Jundo network 10.0.0.0 0.255.255.255
[R2-0spf-1-area-0.0.0.0]quit

[R2-ospf-1]quit

[R2]interface GigabitEthernet 0/0/0
[R2-GigabitEthernet0/0/0Jundo pppoe-server bind
Warning:All PPPoE sessions on this interface will be deleted, continue?[Y/N]:y
[R2-GigabitEthernet0/0/0]quit

[R2]undo interface Virtual-Template 1

[R2]undo ip pool pooll

[R2]aaa

[R2-aaa]undo local-user huaweil

[R2-aaa]undo local-user huawei2

[R3]ospf

[R3-ospf-1]area 0

[R3-ospf-1-area-0.0.0.0]Jundo network 10.0.0.0 0.255.255.255
[R3-ospf-1-area-0.0.0.0]quit

[R3-ospf-1]quit
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[R3]undo ip route-static 0.0.0.0 0

[R3]interface GigabitEthernet 0/0/0

[R3-GigabitEthernet0/0/0Jundo pppoe-client dial-bundle-number 1
[R3-GigabitEthernet0/0/0]quit

[R3]interface Dialer 1

[R3-Dialerl]undo dialer user

[R3-Dialerl]quit

[R3]undo interface Dialer 1

[R3]dialer-rule

[R3-dialer-rulelundo dialer-rule 1
TE= GLEIP ikt

R MNE AP AT BRI EH T IP/RIEAYBCE.
[R1]interface GigabitEthernet 0/0/0

[R1-GigabitEthernet0/0/0]ip address 10.0.13.1 24

[R2]interface GigabitEthernet 0/0/0
[R2-GigabitEthernet0/0/0]ip address 10.0.13.2 24
[R2-GigabitEthernet0/0/0]interface GigabitEthernet 0/0/1
[R2-GigabitEthernet0/0/1]ip address 10.0.4.2 24
[R2-GigabitEthernet0/0/1]interface GigabitEthernet 0/0/2

[R2-GigabitEthernet0/0/2]ip address 10.0.6.2 24

[R3]interface GigabitEthernet 0/0/0

[R3-GigabitEthernet0/0/0]ip address 10.0.13.3 24

FR S S1FNS 2 IR RBEfU O A Trunkit 0 , FIEiHEX PVID{EHRi% ]
IMA=EVLANIFBEEO,

[Sllinterface GigabitEthernet 0/0/2

[S1-GigabitEthernet0/0/2]port link-type trunk
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[S1-GigabitEthernet0/0/2]port trunk allow-pass vlan all
[S1-GigabitEthernet0/0/2]port trunk pvid vlan 4

[S1-GigabitEthernet0/0/2]quit

[S2]interface GigabitEthernet 0/0/2
[S2-GigabitEthernet0/0/2]port link-type trunk
[S2-GigabitEthernet0/0/2]port trunk allow-pass vlan all
[S2-GigabitEthernet0/0/2]port trunk pvid vlan 6

[S2-GigabitEthernet0/0/2]quit

BN fE OSPF EMEHE

ER1. R2FIR3 LACEOSPF , =8iREIIAEXEOF , HARMSERIEEN

BER.
[R1]ospf
[R1-ospf-1l]area O

[R1-ospf-1-area-0.0.0.0]network 10.0.13.0 0.0.0.255

[R2]ospf

[R2-ospf-1]area 0

[R2-ospf-1-area-0.0.0.0]network 10.0.13.0 0.0.0.255
[R2-0spf-1-area-0.0.0.0]network 10.0.4.0 0.0.0.255

[R2-0spf-1-area-0.0.0.0]network 10.0.6.0 0.0.0.255

[R3]ospf
[R3-ospf-1]area 0

[R3-ospf-1-area-0.0.0.0]network 10.0.13.0 0.0.0.255

ESIFNS2 FECERERSIRE | 18 MBS BERVBAERX,

[S1]ip route-static 0.0.0.0 0.0.0.0 10.0.4.2

[S2]ip route-static 0.0.0.0 0.0.0.0 10.0.6.2
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KRB RYIER M,
<R1>ping 10.0.4.254

PING 10.0.4.254: 56 data bytes, press CTRL_C to break
Reply from 10.0.4.254: bytes=56 Sequence=1 tt|=253 time=2 ms
Reply from 10.0.4.254: bytes=56 Sequence=2 tt|=253 time=10 ms
Reply from 10.0.4.254: bytes=56 Sequence=3 tt|=253 time=1 ms
Reply from 10.0.4.254: bytes=56 Sequence=4 tt|=253 time=2 ms
Reply from 10.0.4.254: bytes=56 Sequence=5 tt|=253 time=2 ms

--- 10.0.4.254 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 1/3/10 ms

<R1>ping 10.0.6.254

PING 10.0.6.254: 56 data bytes, press CTRL_C to break
Reply from 10.0.6.254: bytes=56 Sequence=1 tt|=253 time=10 ms
Reply from 10.0.6.254: bytes=56 Sequence=2 ttl=253 time=2 ms
Reply from 10.0.6.254: bytes=56 Sequence=3 ttl=253 time=2 ms
Reply from 10.0.6.254: bytes=56 Sequence=4 tt|=253 time=10 ms
Reply from 10.0.6.254: bytes=56 Sequence=5 ttl=253 time=2 ms

--- 10.0.6.254 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 2/5/10 ms

<R3>ping 10.0.4.254

PING 10.0.4.254: 56 data bytes, press CTRL_C to break
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Reply from 10.0.4.254: bytes=56 Sequence=1 tt|=253 time=10 ms

Reply from 10.0.4.254: bytes=56 Sequence=2 tt|=253 time=2 ms

Reply from 10.0.4.254: bytes=56 Sequence=3 tt|=253 time=2 ms

Reply from 10.0.4.254: bytes=56 Sequence=4 tt|=253 time=10 ms

Reply from 10.0.4.254: bytes=56 Sequence=5 tt|=253 time=2 ms
--- 10.0.4.254 ping statistics ---

5 packet(s) transmitted

5 packet(s) received

0.00% packet loss

round-trip min/avg/max = 2/5/10 ms

<R3>ping 10.0.6.254

PING 10.0.6.254: 56 data bytes, press CTRL_C to break
Reply from 10.0.6.254: bytes=56 Sequence=1 ttl=253 time=10 ms
Reply from 10.0.6.254: bytes=56 Sequence=2 tt|=253 time=2 ms
Reply from 10.0.6.254: bytes=56 Sequence=3 tt|=253 time=2 ms
Reply from 10.0.6.254: bytes=56 Sequence=4 ttl=253 time=10 ms
Reply from 10.0.6.254: bytes=56 Sequence=5 ttl=253 time=2 ms

--- 10.0.6.254 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 2/5/10 ms

$B|A EE ACLTIEIRX

BS1ELE HTelnetfRS5 28,
[S1]telnet server enable
[S1]user-interface vty 0 4
[S1-ui-vty0-4]protocol inbound all

[S1-ui-vty0-4]authentication-mode password
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[S1-ui-vty0-4]set authentication password cipher huaweil23

BS2BEFTPARSS 28,
[S2]ftp server enable
[S2]aaa
[S2-aaa]local-user huawei password cipher huaweil23
[S2-aaa]local-user huawei privilege level 3
[S2-aaa]local-user huawei service-type ftp

[S2-aaa]local-user huawei ftp-directory flash:/

ER2 FEEEACL , RAiFRLif[E Telnet i RSZ 88 , RAiFR35GIFTPIRSZ 88,
[R2]acl 3000

[R2-acl-adv-3000]rule 5 permit tcp source 10.0.13.1 0.0.0.0 destination 10.0.4.254 0.0.0.0
destination-port eq 23

[R2-acl-adv-3000]rule 10 permit tcp source 10.0.13.3 0.0.0.0 destination 10.0.6.254 0.0.0.0
destination-port range 20 21

[R2-acl-adv-3000]rule 15 permit ospf
[R2-acl-adv-3000]rule 20 deny ip source any

[R2-acl-adv-3000]quit

FER2M9G0/0/0#= AR AACL,
[R2]interface GigabitEthernet0/0/0

[R2-GigabitEthernet0/0/0]traffic-filter inbound acl 3000

KAFACLRIMN SR,

<R1>telnet 10.0.4.254
Press CTRL_] to quit telnet mode
Trying 10.0.4.254 ...
Connected to 10.0.4.254 ...

Login authentication
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Password:
Info: The max number of VTY users is 5, and the number
of current VTY users on line is 1.

<S1>

TR PUTquitasS |, AJLAGE R Telnet=iE,
<R1>ftp 10.0.6.254
Trying 10.0.6.254 ...
Press CTRL+K to abort

Error: Failed to connect to the remote host.

TR - FTPEERYIMARTIRIZ0/96 07D,
<R3>telnet 10.0.4.254
Press CTRL_] to quit telnet mode
Trying 10.0.4.254 ...

Error: Can't connect to the remote host

<R3>ftp 10.0.6.254

Trying 10.0.6.254 ...

Press CTRL+K to abort

Connected to 10.0.6.254.

220 FTP service ready.
User(10.0.6.254:(none)):huawei
331 Password required for huawei.
Enter password:

230 User logged in.

[R3-ftp]

IR AILAITbyeds< | KIAFTPIEE,
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BEANERS : SHrFIGIIE

A AFTPERACLE XA N ?
RERImRMEE R BIRNEEERENIERACL, AHA?

=4

<R1>display current-configuration
[V200R007C00SPC600]
#
sysname R1
#
aaa
authentication-scheme default
authorization-scheme default
accounting-scheme default
domain default
domain default_admin
local-user admin password cipher %$%$=i~>Xp&aY+*2cEVcS-A23Uwe%$%$
local-user admin service-type http
local-user huawei password cipher %$%$B:%I)I00H8)[%SB[idM3C/!1#%$%$
local-user huawei service-type ppp
#
interface GigabitEthernet0/0/0
ip address 10.0.13.1 255.255.255.0
#
ospf 1 router-id 10.0.1.1
area 0.0.0.0
network 10.0.13.0 0.0.0.255
#

return
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<R2>display current-configuration
[V200R007C00SPC600]
#
sysname R2
#
acl number 3000
rule 5 permit tcp source 10.0.13.1 0 destination 10.0.4.254 0 destination-port eq telnet
rule 10 permit tcp source 10.0.13.3 0 destination 10.0.6.254 0 destination-port range ftp-data ftp
rule 15 permit ospf
rule 20 deny ip
#
interface GigabitEthernet0/0/0
ip address 10.0.13.2 255.255.255.0
traffic-filter inbound acl 3000
#
interface GigabitEthernet0/0/1
ip address 10.0.4.2 255.255.255.0
#
interface GigabitEthernet0/0/2
ip address 10.0.6.2 255.255.255.0
#
ospf 1 router-id 10.0.2.2
area 0.0.0.0
network 10.0.4.0 0.0.0.255
network 10.0.6.0 0.0.0.255
network 10.0.13.0 0.0.0.255
#

return
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<R3>display current-configuration
[V200R007C00SPC600]
#

sysname R3
#
interface GigabitEthernet0/0/0

ip address 10.0.13.3 255.255.255.0
#
ospf 1 router-id 10.0.3.3

area 0.0.0.0

network 10.0.13.0 0.0.0.255

#

return

<S1>display current-configuration
ISoftware Version V200R008C00SPC500
#
sysname S1
#
vlan batch 3 to 4
#
telnet server enable
#
interface Vlanif4
ip address 10.0.4.254 255.255.255.0
#
interface GigabitEthernet0/0/2
port link-type trunk
port trunk pvid vlan 4

port trunk allow-pass vlan 2 to 4094
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#

ip route-static 0.0.0.0 0.0.0.0 10.0.4.2

#

user-interface con 0

user-interface vty 0 4

authentication-mode password

set authentication password cipher N'C55QK<"=/Q="Q MAF4<1!!
Protocol inbound all

#

return

<S2>display current-configuration
ISoftware Version V200R008C00SPC500

#

sysname S2

#

FTP server enable

#
vlan batch 6

#

aaa
authentication-scheme default
authorization-scheme default
accounting-scheme default
domain default
domain default_admin
local-user admin password simple admin
local-user admin service-type http
local-user huawei password cipher N'C55QK <’=/Q="Q MAF4<1!!

Local-user huawei privilege level 3
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local-user huawei ftp-directory flash:/
local-user huawei service-type ftp
#
interface Vlanif6
ip address 10.0.6.254 255.255.255.0
#
interface GigabitEthernet0/0/2
port link-type trunk
port trunk pvid vlan 6
port trunk allow-pass vlan 2 to 4094
#
ip route-static 0.0.0.0 0.0.0.0 10.0.6.2
#

return

spig 3-2 NAT s
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1GHME

Vlanif 4:10.0.4.254/24 Vlanif 6:10.0.6.254/24
< =
s1 S s K
—> —>
G0/0/1 G0/0/3
10.0.4.0/24 10.0.6.0/24
.11 GO/0/1 G0/0/2) 3

6R3

G0/0/0

R1 BGY,

A 3

G0/0/0

3.2 NATRYEC &L HhNE]

=

ATTEIPHEL | BEEIVARERERRIZFAEMIE. 2T , BIRFPAYE
ZipaRAR , BEEREAN, EATWHINEEER | BREEER MWD T
MAGESLZER RESRIFIR3_ EIBIIBECENATINEE | FEFAMAFRILAGEAK, 7
IeHh |, ISFREMERLERCEFSNAT, 7R3 EEcEEasy IP , SCHEEAERIR,

MESER

TEHE— ZRIKRES

MRAMESPEFEANRTRERS  RENTRIFGEE | ARBNIS
B2, INRFERARREES E— 1 CRNEE | BEENTE2HGERE.
[Huawei]sysname R1
[R1]inter GigabitEthernet0/0/1

[R1-GigabitEthernet0/0/1]ip address 10.0.4.1 24
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[Huawei]sysname R3
[R3]interface GigabitEthernet0/0/2

[R3-GigabitEthernet0/0/2]ip address 10.0.6.3 24

[Huawei]sysname S1

[S1]vlan 4

[S1-vlan3]quit

[S1]interface vlanif 4

[S1-VlIanif4]ip address 10.0.4.254 24

[S1-VlIanif4]quit

[Huawei]sysname S2

[S2]vlan 6

[S2-vlan6]quit

[S2]interface vlanif 6

[S2-Vlanif6]ip address 10.0.6.254 24

[S2-Vlanif6]quit

SER- FReELEENES

FER1AIGO/0/ 1 OEFEZEZIS] , R3IWGO/0/2FOEHMEREIS2 , Rie
MBRRrA R HasRIOSPFECE.

[R1]interface GigabitEthernet 0/0/0
[R1-GigabitEthernet0/0/0]undo ip address
[R1]interface GigabitEthernet 0/0/1
[R1-GigabitEthernet0/0/1]Jundo shutdown
[R1]Jundo ospf 1

Warning: The OSPF process will be deleted. Continue? [Y/N]:y

[R2]undo ospf 1

Warning: The OSPF process will be deleted. Continue? [Y/N]:y
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[R3-GigabitEthernet0/0/0Jundo ip address
[R3]interface GigabitEthernet 0/0/2
[R3-GigabitEthernet0/0/2]undo shutdown
[R3]Jundo ospf 1

Warning: The OSPF process will be deleted. Continue? [Y/N]:y

FHBRS1#0S2_EFEMIR2AVEREFHSIR .

[S1]undo ip route-static 0.0.0.0 0.0.0.0

[S2]undo ip route-static 0.0.0.0 0.0.0.0
$IR= EEIP il
FES1A1S2 SRS g R A Trunkin ] , FHBIHEXPVIDIEY)
EiEOIAVLANIF= EiZE 0.
[Sllinterface GigabitEthernet 0/0/1
[S1-GigabitEthernet0/0/1]port link-type trunk
[S1-GigabitEthernet0/0/1]port trunk pvid vlan 4

[S1-GigabitEthernet0/0/1]port trunk allow-pass vlan all

[S1-GigabitEthernet0/0/1]quit

[S2]interface GigabitEthernet 0/0/3
[S2-GigabitEthernet0/0/3]port link-type trunk
[S2-GigabitEthernet0/0/3]port trunk pvid vlan 6

[S2-GigabitEthernet0/0/3]port trunk allow-pass vlan all

[R1]interface GigabitEthernet0/0/0

[R1-GigabitEthernet0/0/0]ip address 119.84.111.1 24

[R3]interface GigabitEthernet0/0/0
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[R3-GigabitEthernet0/0/0]ip address 119.84.111.3 24
MHR1SSIFIRIAEEMK,
<R1>ping 10.0.4.254
PING 10.0.4.254: 56 data bytes, press CTRL_C to break
Reply from 10.0.4.254: bytes=56 Sequence=1 tt|=255 time=23 ms
Reply from 10.0.4.254: bytes=56 Sequence=2 tt|=254 time=1 ms
Reply from 10.0.4.254: bytes=56 Sequence=3 ttl=254 time=1 ms
Reply from 10.0.4.254: bytes=56 Sequence=4 tt|=254 time=10 ms
Reply from 10.0.4.254: bytes=56 Sequence=5 tt|=254 time=1 ms
--- 10.0.4.254 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 1/7/23 ms

<R1>ping 119.84.111.3

PING 119.84.111.3: 56 data bytes, press CTRL_C to break
Reply from 119.84.111.3: bytes=56 Sequence=1 tt|=255 time=1 ms
Reply from 119.84.111.3: bytes=56 Sequence=2 tt|=255 time=10 ms
Reply from 119.84.111.3: bytes=56 Sequence=3 tt|=255 time=1 ms
Reply from 119.84.111.3: bytes=56 Sequence=4 tt|=255 time=1 ms
Reply from 119.84.111.3: bytes=56 Sequence=5 tt|=255 time=10 ms

--- 119.84.111.3 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 1/4/10 ms

SLEMN F&ACL

ER1 EECESRACL , IMEHFERIREHITNATHBLIAEHE | FFERENS]
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[MR3&HERITelnetiEE ZRITCPIARE , LAKRIRIP/910.0.4.0/24MERHIIPEYER.
[R1]acl 3000

[R1-acl-adv-3000]rule 5 permit tcp source 10.0.4.254 0.0.0.0 destination 119.84.111.3 0.0.0.0
destination-port eq 23

[R1-acl-adv-3000]rule 10 permit ip source 10.0.4.0 0.0.0.255 destination any

[R1-acl-adv-3000]rule 15 deny ip

ER3 EECEEAACL , LECHEEHTNATHIIE AR EIRIP/
10.0.6.0/24 M ERHIZSHZAR.

[R3]acl 2000

[R3-acl-basic-2000]rule permit source 10.0.6.0 0.0.0.255

SEA BEIS NAT

fES1FNS2 FECEREFFSIRE | 18 M —BEIFAMAIMK,

[S1]ip route-static 0.0.0.0 0.0.0.0 10.0.4.1

[S2]ip route-static 0.0.0.0 0.0.0.0 10.0.6.3

ARLEECEZNENAT , BScEcEMILT |, 2AF7EG0/0/0EO T™BACLS!
Ut KRB | (F1SPLECACL 3000RIEEIRSCAYREL TS Attt eh RIS Mt
HEHTNATEEHE,

[R1]nat address-group 1 119.84.111.240 119.84.111.243
[R1]interface GigabitEthernet 0/0/0

[R1-GigabitEthernet0/0/0]nat outbound 3000 address-group 1

JER3IBLE A TelnethRSEE.
[R3]telnet server enable
[R3]user-interface vty 0 4
[R3-ui-vty0-4]authentication-mode password
[R3-ui-vty0-4]set authentication password cipher

Warning: The “password” authentication mode is not secure,and it is strongly recommended to
use " aaa” authentication mode.
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Enter Password(<8-128>):huaweil23
Confirm password:huaweil23

[R3-ui-vty0-4]quit

BiESThE  BEEtHNEER S 1EH.
<R1>display nat address-group

NAT Address-Group Information:

Index Start-address End-address
1 119.84.111.240 119.84.111.243
Total : 1

ES1 BN R RIS NRRIIZEE 4,
<S1>ping 119.84.111.3
PING 119.84.111.3: 56 data bytes, press CTRL_C to break
Request time out
Reply from 119.84.111.3: bytes=56 Sequence=2 ttl=254 time=1 ms
Reply from 119.84.111.3: bytes=56 Sequence=3 tt|=254 time=1 ms
Reply from 119.84.111.3: bytes=56 Sequence=4 tt|=254 time=1 ms
Reply from 119.84.111.3: bytes=56 Sequence=5 ttI=254 time=1 ms
--- 119.84.111.3 ping statistics ---
5 packet(s) transmitted
4 packet(s) received
20.00% packet loss

round-trip min/avg/max = 1/1/1 ms

£S1 bR iAimin s MigEETelnetiER,

<S1>telnet 119.84.111.3
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Trying 119.84.111.3 ...

Press CTRL+K to abort
Connected to 119.84.111.3 ...
Login authentication
Password:

<R3>

TelnetpkIhig , AEERZTelnet2iE, AT , ERI EEEBACLIOINATS

EEEMER.
<R1>display acl 3000
Advanced ACL 3000, 3 rules

Acl's step is 5

rule 5 permit tcp source 10.0.4.254 0 destination 119.84.111.3 0 destination-port eq telnet (1

matches)
rule 10 permit ip source 10.0.4.0 0.0.0.255 (1 matches)

rule 15 deny ip

<R1>display nat session all

NAT Session Table Information:

Protocol :ICMP(1)
SrcAddr  Vpn :10.0.4.254
DestAddr Vpn :119.84.111.3
Type Code Icmpld :8 0 44003
NAT-Info

New SrcAddr :119.84.111.242

New DestAddr Do

New Icmpld 110247
Protocol : TCP(6)
SrcAddr Port Vpn :10.0.4.254 49646

DestAddr Port Vpn :119.84.111.3 23
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NAT-Info
New SrcAddr :119.84.111.242
New SrcPort - 10249
New DestAddr [
New DestPort p—

Total : 2

RFICMPRIEIIAFRIEIR B 205 |, FTLUNRNATSIEN ERERFIRE
ICMPLIERIER. | ATLARTLA TR STERICMPRIERAERERA | SAREHIIT
Pingii S/ EEZRICMPLIERNES.

[R1]firewall-nat session icmp aging-time 300

ER3m9G0/0/05FOEcEEasy IP , FKEXACL 2000,

[R3-GigabitEthernet0/0/0]nat outbound 2000

MAS2BERLIRIEERL , HFEBEERINAT Outboundt¥fEE.
<S2>ping 119.84.111.1
PING 119.84.111.1: 56 data bytes, press CTRL_C to break
Reply from 119.84.111.1: bytes=56 Sequence=1 ttlI=254 time=1 ms
Reply from 119.84.111.1: bytes=56 Sequence=2 ttlI=254 time=1 ms
Reply from 119.84.111.1: bytes=56 Sequence=3 tt|=254 time=1 ms
Reply from 119.84.111.1: bytes=56 Sequence=4 ttl=254 time=1 ms
Reply from 119.84.111.1: bytes=56 Sequence=5 ttI=254 time=1 ms
--- 119.84.111.1 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 1/1/1 ms

<R3>display acl 2000
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Basic ACL 2000, 1 rule
Acl's step is 5

rule 5 permit source 10.0.6.0 0.0.0.255 (1 matches)

<R3>display nat outbound acl 2000
NAT Outbound Information: ----========-=-mm oo
Interface Acl Address-group/IP/Interface Type

GigabitEthernet0/0/0 2000 119.84.111.3  easyip

Total : 1

BB

<R1>display current-configuration
[V200R007C00SPC600]
#
sysname R1
#
firewall-nat session icmp aging-time 300
#
acl number 3000
rule 5 permit tcp source 10.0.4.254 0 destination 119.84.111.3 0 destination-port eq telnet
rule 10 permit ip source 10.0.4.0 0.0.0.255
rule 15 deny ip
#
nat address-group 1 119.84.111.240 119.84.111.243
#
interface GigabitEthernet0/0/0
ip address 119.84.111.1 255.255.255.0

nat outbound 3000 address-group 1
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#
interface GigabitEthernet0/0/1
ip address 10.0.4.1 255.255.255.0
#
user-interface con 0
authentication-mode password

set authentication password cipher %$%$dD#}P<HzJ;Xs%X>hOkm!,.+1q61QK K6tl}cc-;k_o'C.+
L,%$%$

user-interface vty 0 4
#

return

<R3>display current-configuration
[V200R007C00SPC600]
#
sysname R3
#
telnet server enable
#
acl number 2000
rule 5 permit source 10.0.6.0 0.0.0.255
#
interface GigabitEthernet0/0/0
ip address 119.84.111.3 255.255.255.0
nat outbound 2000
#
interface GigabitEthernet0/0/2
ip address 10.0.6.3 255.255.255.0
#

user-interface con 0
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authentication-mode password

set authentication password cipher %$%$W|$)M5D}v@bY~gK\;>QR,.*d;8Mp>|+EU,:~D~8b59
~.*9,%$%$

user-interface vty 0 4
authentication-mode password

set authentication password
cipher %$%$7ml|,!ccE$SQ~CZ{GtaE%hO>v}~bVk18p5qq<:UPtl:9hOA% %$%$

#

return

<S1>display current-configuration
#
ISoftware Version V200R008C00SPC500
sysname S1
#
vlan batch 4
#
interface Vlanif4
ip address 10.0.4.254 255.255.255.0
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk pvid vlan 4
port trunk allow-pass vlan 2 to 4094
#
interface GigabitEthernet0/0/2
port link-type trunk
port trunk pvid vlan 4
port trunk allow-pass vlan 2 to 4094
#

interface GigabitEthernet0/0/14
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shutdown
#

ip route-static 0.0.0.0 0.0.0.0 10.0.4.1
#
user-interface con 0

user-interface vty 0 4

set authentication password cipher N'C55QK<"=/Q="Q MAF4<1!!

#

return

<S2>display current-configuration
#
ISoftware Version V200R008C00SPC500
sysnhame S2
#
vlan batch 6
#
interface Vlanif6
ip address 10.0.6.254 255.255.255.0
#
interface GigabitEthernet0/0/2
port link-type trunk
port trunk pvid vlan 6
port trunk allow-pass vlan 2 to 4094
#
interface GigabitEthernet0/0/3
port link-type trunk
port trunk pvid vlan 6
port trunk allow-pass vlan 2 to 4094

#
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interface GigabitEthernet0/0/23
shutdown

#
ip route-static 0.0.0.0 0.0.0.0 10.0.6.3

#

user-interface con 0

user-interface vty 0 4

#

return
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358 3-3 Fith AAA LS
FIBR

o EEAAAANEEN G RZNEES A
o ERSIEEIISGIE
o ERANEBFLSRNEESE

1GHME

R1 R3

G0/0/0 G0/0/0
Y- T3

E3.3 AAAARESLIGHRFNE]

=
S~
BREWVAINEEER  FEM RS SH[NZFLHTE , R8I

TNIERIAF A BERIENTERIRIR . EIEFEMERIMRIMSBHRE LR E A
AAAMNIE , AFETERGAFPHITER | FERESINERPIISRES.

MESER

SB— SZRWRES

MRTMESHEEERNESEEIRE , FENLRITREE | REkiZS
B2, MREANREES L—LRERE  FEENSR2IHAEE.

[Huawei]sysname R1
[R1]interface GigabitEthernet0/0/0

[R1-GigabitEthernet0/0/0]ip address 119.84.111.1 24
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[Huawei]sysname R3
[R3]inter GigabitEthernet0/0/0

[R3-GigabitEthernet0/0/0]ip address 119.84.111.3 24

SBRZ FRRELRENRE

MPRR1AIR3_E/RENATFIACLECE.

[R1]interface GigabitEthernet 0/0/0

[R1-GigabitEthernet0/0/0Jundo nat outbound 3000 address-group 1
[R1-GigabitEthernet0/0/0]quit

[R1]undo nat address-group 1

[R1]undo acl 3000

[R3]interface GigabitEthernet 0/0/0
[R3-GigabitEthernet0/0/0Jundo nat outbound 2000
[R3-GigabitEthernet0/0/0]quit

[R3Jundo acl 2000

$£T|= 187 R1 1 R3 [@RYEEM

<R1>ping 119.84.111.3

PING 119.84.111.3: 56 data bytes, press CTRL_C to break
Reply from 119.84.111.3: bytes=56 Sequence=1 tt|=255 time=70 ms
Reply from 119.84.111.3: bytes=56 Sequence=2 tt|=255 time=20 ms
Reply from 119.84.111.3: bytes=56 Sequence=3 tt|=255 time=10 ms
Reply from 119.84.111.3: bytes=56 Sequence=4 tt|=255 time=20 ms
Reply from 119.84.111.3: bytes=56 Sequence=5 tt|=255 time=10 ms

--- 119.84.111.3 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 10/26/70 ms
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£ £ Rl EEeE AAA IjfE

ER1 EEEINEARARMIAIE | SBRTTRAARMIZL,
[R1]aaa
[R1-aaa]authentication-scheme authl
Info: Create a new authentication scheme.
[R1-aaa-authen-authl]authentication-mode local
[R1-aaa-authen-authl]quit
[R1-aaa]authorization-scheme auth2
Info: Create a new authorization scheme.
[R1-aaa-author-auth2]authorization-mode local

[R1-aaa-author-auth2]quit

ER1 LGRS, “huawei "FREIANIES =TSSR E5EKEGER |, 2ARE
E— 1 BRPFERFPIAREhuawei,

[R1]telnet server enable

[R1]aaa

[R1-aaaldomain huawei
[R1-aaa-domain-huaweilauthentication-scheme authl
[R1-aaa-domain-huaweilauthorization-scheme auth2
[R1-aaa-domain-huawei]quit

[R1-aaa]local-user userl@huawei password cipher huaweil23
[R1-aaa]local-user userl@huawei service-type telnet

[R1-aaa]local-user userl@huawei privilege level 0

BR1ECE ATelnetfRSE32s |, INEEECE HAAA,
[R1]user-interface vty 0 4

[R1-ui-vty0-4]authentication-mode aaa

IRiETelnet RIFTEBELITAAAIAIE,
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<R3>telnet 119.84.111.1
Press CTRL_] to quit telnet mode
Trying 119.84.111.1 ...

Connected to 119.84.111.1 ...

Login authentication

Username:userl@huawei
Password:
<R1>system-view
A
Error: Unrecognized command found at 'A' position.

<R1>quit

BILAEZIFFuserl@huawei Telnet R1IGARE([FERIF<S system-viewiH
ANRGHE |, [REARAFRERIREENZE R0 , EILEFZR,

H$BA 1£R3 LECE AAATDREE

ER3_EEEINIEARARHIAL | SR RADRMIZL,
[R3]aaa
[R3-aaa]authentication-scheme authl
Info: Create a new authentication scheme.
[R3-aaa-authen-authl]authentication-mode local
[R3-aaa-authen-authl]quit
[R3-aaa]authorization-scheme auth2
Info: Create a new authorization scheme.
[R3-aaa-author-auth2]authorization-mode local

[R3-aaa-author-auth2]quit

fER3 EBIEE "huawei "FREANESEMFNESEREGER | 2A5€)
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E— AP FERAFIIAZREhuawei,

[R3]telnet server enable

[R3]aaa

[R3-aaaldomain huawei
[R3-aaa-domain-huawei]authentication-scheme authl
[R3-aaa-domain-huawei]authorization-scheme auth2
[R3-aaa-domain-huawei]quit

[R3-aaallocal-user user3@huawei password cipher huaweil23
[R3-aaa]local-user user3@huawei service-type telnet

[R3-aaa]local-user user3@huawei privilege level 0

ER3 EECEATelnetfRSS | FHIOAERIVECEHAAA,

[R3]user-interface vty 0 4

[R3-ui-vty0-4]authentication-mode aaa

IiFTelnet RIFTEREELIZAAAIAILE,

.<R1>telnet 119.84.111.3

Press CTRL_] to quit telnet mode

Trying 119.84.111.1 ...

Connected to 119.84.111.1 ...
Login authentication
Username:user3@huawei
Password:
<R3>system-view

A

Error: Unrecognized command found at 'A' position.

<R3>

ALIEZEIBRuser3@huawei@F ERAEREIRENIRERENZEHRF0 |
FItIRESZR,
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SN ISIE AAA RECBESER

<R1>display domain name huawei
Domain-name : huawei
Domain-state : Active
Authentication-scheme-name : authl
Accounting-scheme-name : default
Authorization-scheme-name :auth2
Service-scheme-name :-
RADIUS-server-template -
HWTACACS-server-template D -

User-group 1 -

<R1>display local-user username userl@huawei

The contents of local user(s):

Password s kkkkkkkkkkkkkkkk
State : active
Service-type-mask :T

Privilege level :0

Ftp-directory D -
Access-limit 1 -
Accessed-num :0
Idle-timeout 1 -

User-group i -

<R3>display domain name huawei
Domain-name : huawei
Domain-state : Active
Authentication-scheme-name : authl

Accounting-scheme-name : default
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Authorization-scheme-name : auth2
Service-scheme-name :-
RADIUS-server-template :-
HWTACACS-server-template I-

User-group :-

<R3>display local-user username user3@huawei

The contents of local user(s):

Password : Kkkkhkkkkkhkhkhk
State : active
Service-type-mask )T

Privilege level :0

Ftp-directory -
Access-limit -
Accessed-num :0
Idle-timeout :-

User-group -

[i=p45s

<R1>display current-configuration
[V200R007C00SPC600]
#
sysname R1
#
telnet server enable
#
aaa
authentication-scheme default
authentication-scheme authl

authorization-scheme default
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authorization-scheme auth2
accounting-scheme default
domain default
domain default_admin
domain huawei
authentication-scheme authl
authorization-scheme auth2
local-user admin password cipher %$%$=i~>Xp&aY+*2cEVcS-A23Uwe%$%$
local-user admin service-type http
local-user huawei password cipher %$%$B:%I)Io0H8)[%SB[idM3C/!#%$%$
local-user huawei service-type ppp
local-user userl@huawei password cipher %$%$L*5IP'0AALR)R*L=LFcXgv%$%$
local-user userl@huawei privilege level 0
local-user userl@huawei service-type telnet
#
interface GigabitEthernet0/0/0
ip address 119.84.111.1 255.255.255.0
nat outbound 3000 address-group 1 //may remain from previous labs
#
user-interface con 0
authentication-mode password

set authentication password
cipher %$%$dD#}P <HzJ;Xs%X>hOkm!,.+1q61QK K6tI}cc-;k_o'C.+L,%$%$

user-interface vty 0 4
authentication-mode aaa
#

return

<R3>display current-configuration

[V200R007CO0SPC600]

HHERBER , REBNELLY & #1117\



#
sysname R3
#
telnet server enable
#
aaa
authentication-scheme default
authentication-scheme authl
authorization-scheme default
authorization-scheme auth?2
accounting-scheme default
domain default
domain default_admin
domain huawei
authentication-scheme authl
authorization-scheme auth2
local-user admin password cipher %$%$=i~>Xp&aY+*2cEVcS-A23Uwe%$%$
local-user admin service-type http
local-user huawei password cipher %$%$fZsyUk1=0=>:14'ytgR~D*Im%$%$
local-user huawei service-type ppp
local-user user3@huawei password cipher %$%$WQt.;bEsR<8fz3LCiPY,che_%$%$
local-user user3@huawei privilege level 0
local-user user3@huawei service-type telnet
#
interface GigabitEthernet0/0/0
ip address 119.84.111.3 255.255.255.0
nat outbound 2000  //may remain from previous labs
#
user-interface con 0

authentication-mode password
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set authentication password
cipher %$%$W|[$)M5Dv@bY A gK\;>QR,.*d;8Mp>|+EU,:~D~8b59~..%g,%$%$

user-interface vty 0 4
authentication-mode aaa

#

return
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5c38 3-4 IPSec VPN B &
FIBR

o EEIPSeciBNHIECETTIE

o EEFERACLENRKERNDE
o EEIPSeccRERHVECETTIE

o EEEEOSIEIPSectRISANTTIE

1RHME

Loopback0:10.0.1.1/24 Loopback0:10.0.3.3/24
Loopback1:10.0.11.11/24 Loopback1:10.0.33.33/24

| Loopback0:10.0.2.2/24

. S1/0/0 $1/0/0 .52/0/0 $2/0/0
® ZZ <:> —_—
1 10.0.12.0/24 2 2 10.0.23.0/24 -3

R1 R2 R3

3.4 IPSec VPNSCI&IRFNE

=

AR EFAEHIRE A ME B BRI . (FAE W AIRNZS
BER , GREERISERINASEMHES (RL) Mo EERHE:S (R3) ZiE
#REIPSec VPNRIRTSE , E17IPSechsiE , BT & e(EhkBEisEah JRVEE

ifite

BMES R
SE— SLIRKIRES
NRAESHIEANETEEIRE  SENTELIFFRECE | REHNTE

B2, MREANRFEES E— 1 LRERE  FEENSR2IHARE.

<Huawei>system-view
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[Huawei]sysname R1

[R1]interface Serial 1/0/0
[R1-Serial1/0/0]ip address 10.0.12.1 24
[R1-Serial1/0/0]quit

[R1]interface loopback 0

[R1-LoopBackO]ip address 10.0.1.1 24

<Huawei>system-view
[Huawei]sysname R2

[R2]interface Serial 1/0/0
[R2-Serial1/0/0]ip address 10.0.12.2 24
[R2-Serial1/0/0]quit

[R2]interface serial 2/0/0
[R2-Serial2/0/0]ip address 10.0.23.2 24
[R2-Serial2/0/0]quit

[R2]interface loopback 0

[R2-LoopBackQ]ip address 10.0.2.2 24

<Huawei>system-view
[Huawei]sysname R3

[R3]interface Serial 2/0/0
[R3-Serial2/0/0]ip address 10.0.23.3 24
[R3-Serial2/0/0]quit

[R3]interface loopback 0

[R3-LoopBackO]ip address 10.0.3.3 24

SBRZ FRRELRENRE

MFRR1FIR3_EGO/0/0#ZORIIPHEAL FRAFTREZEO. FTFR2_ EAEXED.

[R1]interface GigabitEthernet 0/0/0

[R1-GigabitEthernet0/0/0Jundo ip address
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[R1-GigabitEthernet0/0/0]quit
[R1]interface GigabitEthernet 0/0/1
[R1-GigabitEthernet0/0/1]shutdown
[R1-GigabitEthernet0/0/1]quit
[R1]interface Serial 1/0/0

[R1-Seriall/0/0Jundo shutdown

[R2]interface Serial 1/0/0
[R2-Serial1l/0/0Jundo shutdown
[R2]interface Serial 2/0/0

[R2-Serial2/0/0]lundo shutdown

[R3]interface GigabitEthernet 0/0/0
[R3-GigabitEthernet0/0/0]Jundo ip address
[R3]interface GigabitEthernet 0/0/2
[R3-GigabitEthernet0/0/2]shutdown
[R3]interface Serial 2/0/0

[R3-Serial2/0/0Jundo shutdown

$R= eIEEEEO

[R1-LoopBackQ]Jinterface loopback 1

[R1-LoopBackl]ip address 10.0.11.11 24

[R3-LoopBackQ]interface loopback 1

[R3-LoopBackl]ip address 10.0.33.33 24

M fiE OSPF

FER1. R2FR3_LFEZEOSPF , #Loopback ORVIPHEHHE AR EHEEHIROUter
ID , (EFHOSPFRYBRIAIHTEL |, FRIS/AAMIMEZ10.0.12.0/24%010.0.23.0/24 A K I
Bl Ot LB S OSPFX O,
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[R1]ospf router-id 10.0.1.1

[R1-ospf-1]larea 0

[R1-ospf-1-area-0.0.0.0]network 10.0.12.0 0.0.0.255
[R1-ospf-1-area-0.0.0.0]network 10.0.1.0 0.0.0.255

[R1-ospf-1-area-0.0.0.0]network 10.0.11.0 0.0.0.255

[R2]ospf router-id 10.0.2.2

[R2-ospf-1]area 0

[R2-0spf-1-area-0.0.0.0]network 10.0.2.0 0.0.0.255
[R2-0spf-1-area-0.0.0.0]network 10.0.12.0 0.0.0.255

[R2-ospf-1-area-0.0.0.0]network 10.0.23.0 0.0.0.255

[R3]ospf router-id 10.0.3.3

[R3-ospf-1]area 0

[R3-ospf-1-area-0.0.0.0]network 10.0.23.0 0.0.0.255
[R3-o0spf-1-area-0.0.0.0lnetwork 10.0.3.0 0.0.0.255

[R3-ospf-1-area-0.0.0.0]network 10.0.33.0 0.0.0.255

FOSPFISAsERkfE . EEOSPFEELIR ISR,

<R2>display ospf peer brief
OSPF Process 1 with Router ID 10.0.2.2

Peer Statistic Information

Area Id Interface Neighbor id State
0.0.0.0 Serial1/0/0 10.0.1.1 Full
0.0.0.0 Serial2/0/0 10.0.3.3 Full

<R1>display ip routing-table

Route Flags: R - relay, D - download to fib
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Routing Tables: Public
Destinations : 17 Routes : 17

Destination/Mask  Proto Pre Cost Flags NextHop

10.0.1.0/24 Direct 0 O D 10011
10.0.1.1/32 Direct 0 O D 127.00.1
10.0.1.255/32 Direct 0 O D 127.00.1
10.0.2.2/32 OSPF 10 781 D 10.012.2
10.0.3.3/32 OSPF 10 2343 D 10.0.12.2
10.0.11.0/24 Direct 0 O D 10.01111
10.0.11.11/32 Direct 0 O D 127.001
10.0.11.255/32 Direct 0 O D 127.001
10.0.12.0/24 Direct 0 O D 10.0121
10.0.12.1/32 Direct 0 O D 127.001
10.0.12.2/32 Direct 0 O D 10.0.122
10.0.12.255/32 Direct 0 O D 127.001
10.0.23.0/24 OSPF 10 2343 D 10.0.12.2
10.0.33.33/32 OSPF 10 2343 D 10.0.12.2
127.0.0.0/8 Direct 0 O D 127.001
127.0.0.1/32 Direct 0 O D 127.00.1
127.255.255.255/32 Direct 0 O D 127.001
255.255.255.255/32 Direct 0 O D 127.00.1

Interface
LoopBackO0
LoopBackO0
LoopBackO0
Serial1/0/0
Serial1/0/0
LoopBackl
LoopBackl
LoopBackl
Serial1/0/0
Serial1/0/0
Serial1/0/0
Serial1/0/0
Serial1/0/0
Seriall/0/0
InLoopBackO
InLoopBack0
InLoopBackO

InLoopBack0

INERSLI02- 1PRIECERAGSRS , RO =R AT shRE{379128000

bit/s , NERARF=EROSPFFHEEIIT.

<R3>display ip routing-table
Route Flags: R - relay, D - download to fib
Routing Tables: Public

Destinations : 17 Routes : 17
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Destination/Mask Proto Pre Cost Flags NextHop Interface

10.0.1.1/32 OSPF 10 3124 D 10.0.23.2 Serial2/0/0
10.0.2.2/32 OSPF 10 1562 D 10.0.23.2 Serial2/0/0
10.0.3.0/24 Direct 0 O D 10.03.3 LoopBackO0
10.0.3.3/32 Direct 0 O D 127.001 LoopBack0
10.0.3.255/32 Direct 0 O D 127.00.1 LoopBack0
10.0.11.11/32 OSPF 10 3124 D 10.0.23.2 Serial2/0/0
10.0.12.0/24 OSPF 10 3124 D 10.0.23.2 Serial2/0/0
10.0.23.0/24 Direct 0 O D 10.0.233 Serial2/0/0
10.0.23.2/32 Direct 0 O D 10.0.23.2 Serial2/0/0
10.0.23.3/32 Direct 0 O D 127.0.0.1 Serial2/0/0
10.0.23.255/32 Direct 0 O D 127.00.1 Serial2/0/0
10.0.33.0/24 Direct 0 O D 10.0.33.33 LoopBackl
10.0.33.33/32 Direct 0 O D 127.00.1 LoopBackl
10.0.33.255/32 Direct 0 O D 127.00.1 LoopBackl
127.0.0.0/8 Direct 0 O D 127.001 InLoopBackO
127.0.0.1/32 Direct 0 O D 127.0.01 InLoopBack0
127.255.255.255/32 Direct 0 O D 127.00.1 InLoopBack0
255.255.255.255/32 Direct 0 O D 127.00.1 InLoopBack0

53%5 EoE ACL iEXE&“'ﬂmb

FEESRACLEKEXIPSec VPNIRSER. BRACLEERE TISENSEL
RKILESRE.
[R1]acl 3001

[R1-acl-adv-3001]rule 5 permit ip source 10.0.1.0 0.0.0.255 destination 10.0.3.0 0.0.0.255

[R3]acl 3001

[R3-acl-adv-3001]rule 5 permit ip source 10.0.3.0 0.0.0.255 destination 10.0.1.0 0.0.0.255
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£  EeE IPSec VPN IRiY
BIEEIPSectRiN , FHANIPSedRINEIRIEE R 2N iT B iREIEM in
KRB ERAERNZ 2.
[R1]ipsec proposal tranl
[R1-ipsec-proposal-tranl]esp authentication-algorithm shal

[R1-ipsec-proposal-tranl]esp encryption-algorithm 3des

[R3]ipsec proposal tranl
[R3-ipsec-proposal-tranl]esp authentication-algorithm shal

[R3-ipsec-proposal-tranl]esp encryption-algorithm 3des

#i47display ipsec proposal#p$ , I ELER,
[R1]display ipsec proposal

Number of proposals: 1

IPSec proposal name tranl
Encapsulation mode Tunnel
Transform : esp-new
ESP protocol : Authentication SHA1-HMAC-96

Encryption 3DES

[R3]display ipsec proposal

Number of proposals: 1

IPSec proposal name tranl
Encapsulation mode Tunnel
Transform : esp-new
ESP protocol : Authentication SHA1-HMAC-96

Encryption 3DES
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£t 82 IPSec 5l

FTRIZEIPSeciREg B—PIPSeck & RIBEMEAME—IIRTRMFSHKITRA |
IPSeciRERFEMNAIPSeciRINAE ML SN, INERE, INEREFERE
U, FLEERIPSecRIBAFEEL EERE ( SA ) FRISEHL,

[R1]ipsec policy P1 10 manual

[R1-ipsec-policy-manual-P1-10]security acl 3001
[R1-ipsec-policy-manual-P1-10]proposal tranl
[R1-ipsec-policy-manual-P1-10]tunnel remote 10.0.23.3
[R1-ipsec-policy-manual-P1-10]tunnel local 10.0.12.1
[R1-ipsec-policy-manual-P1-10]sa spi outbound esp 54321
[R1-ipsec-policy-manual-P1-10]sa spi inbound esp 12345
[R1-ipsec-policy-manual-P1-10]sa string-key outbound esp simple huawei

[R1-ipsec-policy-manual-P1-10]sa string-key inbound esp simple huawei

[R3]ipsec policy P1 10 manual

[R3-ipsec-policy-manual-P1-10]security acl 3001
[R3-ipsec-policy-manual-P1-10]proposal tranl
[R3-ipsec-policy-manual-P1-10]tunnel remote 10.0.12.1
[R3-ipsec-policy-manual-P1-10]tunnel local 10.0.23.3
[R3-ipsec-policy-manual-P1-10]sa spi outbound esp 12345
[R3-ipsec-policy-manual-P1-10]sa spi inbound esp 54321
[R3-ipsec-policy-manual-P1-10]sa string-key outbound esp simple huawei

[R3-ipsec-policy-manual-P1-10]sa string-key inbound esp simple huawei

HiTdisplay ipsec policy®< , WIFRELER,
<R1>display ipsec policy

IPSec policy group: "P1"

Using interface:
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Sequence number: 10
Security data flow: 3001
Tunnel local address: 10.0.12.1
Tunnel remote address: 10.0.23.3
Qos pre-classify: Disable
Proposal name:tranl
Inbound AH setting:

AH SPL

AH string-key:

AH authentication hex key:
Inbound ESP setting:

ESP SPI: 12345 (0x3039)

ESP string-key: huawei

ESP encryption hex key:

ESP authentication hex key:
Outbound AH setting:

AH SPL

AH string-key:

AH authentication hex key:
Outbound ESP setting:

ESP SPI: 54321 (0xd431)

ESP string-key: huawei

ESP encryption hex key:

ESP authentication hex key:

<R3>display ipsec policy

IPSec policy group: "P1"

Using interface:
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Sequence number: 10
Security data flow: 3001
Tunnel local address: 10.0.23.3
Tunnel remote address: 10.0.12.1
Qos pre-classify: Disable
Proposal name:tranl
Inbound AH setting:

AH SPL

AH string-key:

AH authentication hex key:
Inbound ESP setting:

ESP SPI: 54321 (0xd431)

ESP string-key: huawei

ESP encryption hex key:

ESP authentication hex key:
Outbound AH setting:

AH SPL

AH string-key:

AH authentication hex key:
Outbound ESP setting:

ESP SPI: 12345 (0x3039)

ESP string-key: huawei

ESP encryption hex key:

ESP authentication hex key:

$£T/I\  EEROTRA IPSec FRHg

EVEREOIN ABIPSecsREg , EORBWRSGEIREHITIPSeciNZE LA,
[R1]interface Serial 1/0/0
[R1-Serial1/0/0]ipsec policy P1
HHRERER | REFNELLT B 1231



[R3]interface Serial 2/0/0

[R3-Serial2/0/0]ipsec policy P1

SEh  EUMEEEE

KRR AR B NI TIPSec AL TR,
<R1>ping -a 10.0.11.11 10.0.33.33
PING 10.0.33.33: 56 data bytes, press CTRL_C to break
Reply from 10.0.33.33: bytes=56 Sequence=1 tt|=254 time=60 ms
Reply from 10.0.33.33: bytes=56 Sequence=2 tt|=254 time=50 ms
Reply from 10.0.33.33: bytes=56 Sequence=3 ttl=254 time=50 ms
Reply from 10.0.33.33: bytes=56 Sequence=4 ttl=254 time=60 ms
Reply from 10.0.33.33: bytes=56 Sequence=5 tt|=254 time=50 ms
--- 10.0.33.33 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 50/54/60 ms

<R1>display ipsec statistics esp

Inpacket count :0
Inpacket auth count :0
Inpacket decap count :0
Outpacket count :0
Outpacket auth count :0
Outpacket encap count :0
Inpacket drop count :0
Outpacket drop count :0
BadAuthLen count :0
AuthFail count :0
InSAAcICheckFail count :0
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PktDuplicateDrop count :0
PktSeqNoTooSmallDrop count :0

PktInSAMissDrop count :0

KIFIREEXI RBSGER B TIPSecINEALEE,

<R1>ping -a 10.0.1.1 10.0.3.3

PING 10.0.3.3: 56 data bytes, press CTRL_C to break
Reply from 10.0.3.3: bytes=56 Sequence=1 tt|=255 time=80 ms
Reply from 10.0.3.3: bytes=56 Sequence=2 tt|=255 time=77 ms
Reply from 10.0.3.3: bytes=56 Sequence=3 ttI=255 time=77 ms
Reply from 10.0.3.3: bytes=56 Sequence=4 tt|=255 time=80 ms
Reply from 10.0.3.3: bytes=56 Sequence=5 tt|=255 time=77 ms

--- 10.0.3.3 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 77/78/80 ms

<R1>display ipsec statistics esp

Inpacket count :5
Inpacket auth count :0
Inpacket decap count :0
Outpacket count :5
Outpacket auth count :0
Outpacket encap count :0
Inpacket drop count :0
Outpacket drop count :0
BadAuthLen count :0
AuthFail count :0
InSAAcICheckFail count :0
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PktDuplicateDrop count :0
PktSeqNoTooSmallDrop count :0

PktInSAMissDrop count :0

=4

<R1>display current-configuration
[V200R007C00SPC600]
#
sysname R1
#
acl number 3001
rule 5 permit ip source 10.0.1.0 0.0.0.255 destination 10.0.3.0 0.0.0.255
#
ipsec proposal tranl
esp authentication-algorithm shal
esp encryption-algorithm 3des
#
ipsec policy P1 10 manual
security acl 3001
proposal tranl
tunnel local 10.0.12.1
tunnel remote 10.0.23.3
sa spi inbound esp 12345
sa string-key inbound esp simple huawei
sa spi outbound esp 54321
sa string-key outbound esp simple huawei
#
interface Seriall/0/0
link-protocol ppp

ppp authentication-mode pap
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ip address 10.0.12.1 255.255.255.0
ipsec policy P1
baudrate 128000
#
interface LoopBackO
ip address 10.0.1.1 255.255.255.0
#
interface LoopBackl
ip address 10.0.11.11 255.255.255.0
#
ospf 1 router-id 10.0.1.1
area 0.0.0.0
network 10.0.1.0 0.0.0.255
network 10.0.11.0 0.0.0.255
network 10.0.12.0 0.0.0.255
#
user-interface con 0
authentication-mode password

set authentication password cipher %$%$dD#}P<HzJ;Xs%X>hOkm!,.+Iq61QK K6tl}cc-;k_o'C.+
L%$%$

user-interface vty 0 4
authentication-mode aaa
#

return

<R2>display current-configuration
[V200R007C00SPC600]
#

sysname R2

#
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interface Seriall/0/0
link-protocol ppp
ppp pap local-user huawei password cipher %$%$u[hr6d <JVHR@->T7xr1<$.iv%$%$
ip address 10.0.12.2 255.255.255.0
#
interface Serial2/0/0
link-protocol ppp
ppp chap user huawei
ppp chap password cipher %$%%$e{5h)gh"/Uz0mUC%VEx3$4<m%$%$
ip address 10.0.23.2 255.255.255.0
#
interface LoopBackO
ip address 10.0.2.2 255.255.255.0
#
ospf 1 router-id 10.0.2.2
area 0.0.0.0
network 10.0.12.0 0.0.0.255
network 10.0.23.0 0.0.0.255
#
user-interface con 0
authentication-mode password

set authentication password cipher %$%$|nRPLAhr2IXi7LHDIDY/,.*%.8%h;3: hXO2dk#ikaWL*(,%
$%$

user-interface vty 0 4
#

return

<R3>display current-configuration
[V200R007C0O0SPC600]

#
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sysname R3
#
acl number 3001

rule 5 permit ip source 10.0.3.0 0.0.0.255 destination 10.0.1.0 0.0.0.255

#
ipsec proposal tranl
esp authentication-algorithm shal
esp encryption-algorithm 3des
#
ipsec policy P1 10 manual
security acl 3001
proposal tranl
tunnel local 10.0.23.3
tunnel remote 10.0.12.1
sa spi inbound esp 54321
sa string-key inbound esp simple huawei
sa spi outbound esp 12345
sa string-key outbound esp simple huawei
#
interface Serial2/0/0
link-protocol ppp
ppp authentication-mode chap
ip address 10.0.23.3 255.255.255.0
ipsec policy P1
#
interface LoopBackO
ip address 10.0.3.3 255.255.255.0
#

interface LoopBackl
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ip address 10.0.33.33 255.255.255.0
#
ospf 1 router-id 10.0.3.3
area 0.0.0.0
network 10.0.3.0 0.0.0.255
network 10.0.23.0 0.0.0.255
network 10.0.33.0 0.0.0.255
#
user-interface con 0
authentication-mode password

set authentication password cipher %$%$W|$)M5D}v@bY*gK\;>QR,.*d;8Mp>|+EU,:~D~8b59
~.*9,%%$%$

user-interface vty 0 4
authentication-mode aaa
#

return
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5118 3-5 GRE [BEiiE
FIB8R
. EIRGREBNEHENESSE

o EIRGRERFEROAIEEDA

o IEfRGRE KeepaliveIhREHILINEIR

1GHME

Loopback0:10.0.1.1/24 Loopback0:10.0.3.3/24
Loopback1:10.0.11.11/24 Loopback1:10.0.33.33/24

Loopback0:10.0.2.2/24

. $1/0/0 $1/0/0 .52/0/0 $2/0/0
Z < _—_-—L___
O 1 10.0.12.0/24 2 c 2 10.0.23.0/24 -3

R1 R2 R3

[El3.5 GRERZEEC ESLIGHAFME]

=
BREWHNMEFERR SIS ERMD T EFREEEA M IIEREE
=SR], (EIIPSec VPNGERTIESLIMAY, HTIPSec VPNTEFAEERA

BAXRURSENNETRE | FILEEFEEEINERIIPSecL8hEC EGREFFERR
IRILGEIRR,

RELR
R FRARCEASIIOAT , RS CTEAEIR3-4,
SR— GJEGRERE

BlIERSEREOH % EORE— M AMIPHELL |, AREEREOEREE)
GRE , FEcERHERISEPRIFIBIELUN SEFR B Asteit.
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[R1]interface Tunnel 0/0/1
[R1-Tunnel0/0/1]ip address 100.1.1.1 24
[R1-Tunnel0/0/1]tunnel-protocol gre
[R1-Tunnel0/0/1]source 10.0.12.1

[R1-Tunnel0/0/1]destination 10.0.23.3

[R3]interface Tunnel 0/0/1
[R3-Tunnel0/0/1]ip address 100.1.1.2 24
[R3-Tunnel0/0/1]tunnel-protocol gre
[R3-Tunnel0/0/1]source 10.0.23.3

[R3-Tunnel0/0/1]destination 10.0.12.1

S| EE OSPF i#ig 2 BFIEIRH

KhxEEOFTERMNEIEEEOSPFATEL , MOSPRHTRLARIBRMIZS
10.0.12.0/24%010.0.23.0/24, 6E§EOSPF#HFE2 , F5M4810.0.12.0/24%0

10.0.23.0/2418EZ|OSPFi#TZ2,

[R1]ospf 1

[R1-ospf-1]area 0

[R1-ospf-1-area-0.0.0.0]network 100.1.1.0 0.0.0.255
[R1-ospf-1-area-0.0.0.0]Jundo network 10.0.12.0 0.0.0.255
[R1]ospf 2 router-id 10.0.1.1

[R1-ospf-2]area 0

[R1-ospf-2-area-0.0.0.0]network 10.0.12.0 0.0.0.255

[R3]ospf 1

[R3-ospf-1]area 0

[R3-ospf-1-area-0.0.0.0]network 100.1.1.0 0.0.0.255
[R3-ospf-1-area-0.0.0.0]Jundo network 10.0.23.0 0.0.0.255
[R3]ospf 2 router-id 10.0.3.3

[R3-ospf-2]area 0
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[R3-ospf-2-area-0.0.0.0]network 10.0.23.0 0.0.0.255

IR AARERIOSPFHFZSIFEARAILSDB , R1FIR3443 55 LSDB 15
LSDB 2 , MNMNEUREER LMY , 2RSS KHBEER. BEItR2%F3ARZEIR1FIR3
BEEHE2HRIERHA,

Hif7display interface Tunnel 0/0/15%% |, IIFECE L,
<R1>display interface Tunnel 0/0/1
Tunnel0/0/1 current state : UP
Line protocol current state : UP
Last line protocol up time : 2016-03-17 17:10:16
Description:HUAWEI, AR Series, Tunnel0/0/1 Interface
Route Port,The Maximum Transmit Unit is 1500
Internet Address is 100.1.1.1/24
Encapsulation is TUNNEL, loopback not set
Tunnel source 10.0.12.1 (Serial1/0/0), destination 10.0.23.3
Tunnel protocol/transport GRE/IP, key disabled
keepalive disabled
Checksumming of packets disabled
Current system time: 2016-03-17 17:35:39
Last 300 seconds input rate 0 bytes/sec, 0 packets/sec
Last 300 seconds output rate 9 bytes/sec, 0 packets/sec
Realtime 0 seconds input rate 0 bytes/sec, 0 packets/sec
Realtime 0 seconds output rate 0 bytes/sec, 0 packets/sec
0 packets input, 0 bytes, 0 drops
145 packets output, 14320 bytes, 0 drops
Input bandwidth utilization : --

Output bandwidth utilization : --

<R3>display interface Tunnel 0/0/1
Tunnel0/0/1 current state : UP

Line protocol current state : UP
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Last line protocol up time : 2016-03-17 17:10:40

Description:HUAWEI, AR Series, Tunnel0/0/1 Interface

Route Port,The Maximum Transmit Unit is 1500

Internet Address is 100.1.1.2/24

Encapsulation is TUNNEL, loopback not set

Tunnel source 10.0.23.3 (Serial2/0/0), destination 10.0.12.1

Tunnel protocol/transport GRE/IP, key disabled

keepalive disabled

Checksumming of packets disabled

Current system time: 2016-03-17 17:36:44
Last 300 seconds input rate 0 bytes/sec, 0 packets/sec
Last 300 seconds output rate 9 bytes/sec, 0 packets/sec
Realtime 0 seconds input rate 0 bytes/sec, 0 packets/sec
Realtime 0 seconds output rate 0 bytes/sec, 0 packets/sec
0 packets input, 0 bytes, 0 drops
162 packets output, 14420 bytes, 15 drops
Input bandwidth utilization : --

Output bandwidth utilization : --

EFBCEACLE X RSGHRE,
[R1]acl 3001

[R1-acl-adv-3001]rule 5 permit gre source 10.0.12.1 0 destination 10.0.23.3 0

[R3]acl 3001

[R3-acl-adv-3001]rule 5 permit gre source 10.0.23.3 0 destination 10.0.12.1 0

SEN RIFRHESIED GRE $%RERIH IPSec VPN (£

#i4Tdisplay ip routing-tables;< , EIPVARRER,

<R1>display ip routing-table
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http://localhost:7890/pages/30002588/03/30002588/03/resources/ar/display_ip_routing-table.html

Route Flags: R - relay, D - download to fib

Routing Tables: Public

Destinations : 21 Routes : 21
Destination/Mask Proto Pre Cost Flags NextHop Interface
10.0.1.0/24 Direct 0 O D 10.011 LoopBackO0
10.0.1.1/32 Direct 0 O D 127.001 LoopBackO0
10.0.1.255/32 Direct 0 O D 127.00.1 LoopBack0
10.0.2.2/32 OSPF 10 781 D 10.0.12.2 Serial1/0/0
10.0.3.3/32 OSPF 10 1562 D 100.1.1.2 Tunnel0/0/1
10.0.11.0/24 Direct 0 O D 10.0.11.11 LoopBackl
10.0.11.11/32 Direct 0 O D 127.00.1 LoopBackl
10.0.11.255/32 Direct 0 O D 127.001 LoopBackl
10.0.12.0/24 Direct 0 O D 10.0.121 Serial1/0/0
10.0.12.1/32 Direct 0 O D 127.00.1 Serial1/0/0
10.0.12.2/32 Direct 0 O D 10.0.122 Serial1/0/0
10.0.12.255/32 Direct 0 O D 127.00.1 Serial1/0/0
10.0.23.0/24 OSPF 10 2343 D 10.0.12.2 Serial1/0/0
10.0.33.33/32 OSPF 10 1562 D 100.1.1.2 Tunnel0/0/1
100.1.1.0/24 Direct 0 O D 1001.11 Tunnel0/0/1
100.1.1.1/32 Direct 0 O D 127.00.1 Tunnel0/0/1
100.1.1.255/32 Direct 0 O D 127.00.1 Tunnel0/0/1
127.0.0.0/8 Direct 0O O D 127.0.01 InLoopBackO
127.0.0.1/32 Directc 0 O D 127.00.1 InLoopBackO
127.255.255.255/32 Direct 0 O D 127.00.1 InLoopBack0
255.255.255.255/32 Direct 0 O D 127.00.1 InLoopBack0

<R3>display ip routing-table

Route Flags: R - relay, D - download to fib
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Routing Tables: Public

Destinations : 21 Routes : 21
Destination/Mask Proto Pre Cost Flags NextHop Interface
10.0.1.1/32 OSPF 10 1562 D 100.1.1.1 Tunnel0/0/1
10.0.2.2/32 OSPF 10 1562 D 10.0.23.2 Serial2/0/0
10.0.3.0/24 Direct 0 O D 10.0.33 LoopBackO0
10.0.3.3/32 Direct 0 O D 127.00.1 LoopBackO0
10.0.3.255/32 Direct 0 O D 127.001 LoopBack0
10.0.11.11/32 OSPF 10 1562 D 100.1.1.1 Tunnel0/0/1
10.0.12.0/24 OSPF 10 3124 D 10.0.23.2 Serial2/0/0
10.0.23.0/24 Direct 0 O D 10.0.233 Serial2/0/0
10.0.23.2/32 Direct 0 O D 10.0.23.2 Serial2/0/0
10.0.23.3/32 Direct 0 O D 127.00.1 Serial2/0/0
10.0.23.255/32 Direct 0 O D 127.00.1 Serial2/0/0
10.0.33.0/24 Direct 0 O D 10.0.33.33 LoopBackl
10.0.33.33/32 Direct 0 O D 127.00.1 LoopBackl
10.0.33.255/32 Direct 0 O D 127.00.1 LoopBackl
100.1.1.0/24 Direct 0 O D 100.1.1.2 Tunnel0/0/1
100.1.1.2/32 Direct 0 O D 127.00.1 Tunnel0/0/1
100.1.1.255/32 Direct 0 O D 127.0.0.1 Tunnel0/0/1
127.0.0.0/8 Direct 0O O D 127.0.01 InLoopBackO
127.0.0.1/32 Direct 0 O D 127.00.1 InLoopBack0
127.255.255.255/32 Direct 0 O D 127.00.1 InLoopBackO
255.255.255.255/32 Direct 0 O D 127.00.1 InLoopBack0

BILAWIERE] , GREREEEIZ/T |, BRI LUSOSPHIMMR ST GRES 5
[E#H1T7R2E , NTRBOYIRESHER. BHRIPSecRiHERE , BEIPingdn<
PN ES G e

<R1>reset ipsec statistics esp
[R1]ping -a 10.0.1.1 10.0.3.3

PING 10.0.3.3: 56 data bytes, press CTRL_C to break
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Reply from 10.0.3.3: bytes=56 Sequence=1 tt|=255 time=69 ms

Reply from 10.0.3.3: bytes=56 Sequence=2 tt|=255 time=70 ms

Reply from 10.0.3.3: bytes=56 Sequence=3 tt|=255 time=68 ms

Reply from 10.0.3.3: bytes=56 Sequence=4 tt|=255 time=68 ms

Reply from 10.0.3.3: bytes=56 Sequence=5 tt|=255 time=68 ms
--- 10.0.3.3 ping statistics ---

5 packet(s) transmitted

5 packet(s) received

0.00% packet loss

round-trip min/avg/max = 68/68/70 ms

<R1>display ipsec statistics esp

Inpacket count : 8
Inpacket auth count :0
Inpacket decap count :0
Outpacket count : 8
Outpacket auth count :0
Outpacket encap count :0
Inpacket drop count :0
Outpacket drop count :0
BadAuthLen count :0
AuthFail count :0
InSAAcICheckFail count :0
PktDuplicateDrop count :0

PktSegNoTooSmallDrop count : 0

PktInSAMissDrop count :0

aN_EIPSec ESPAIHERAILIE Y , OSPHIMY AR BERIRI( BiEhelloi3Z )
BT T GREIYZSHKIPSec VPNINZ(EH,
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$£B’A 45 GRE [FEACE Keepalive IJgE

[R1]interface Tunnel 0/0/1
[R1-Tunnel0/0/1]keepalive period 3
IR EIEORIKeepalivelNBERE B EFE.
<R1>display interface Tunnel 0/0/1
Tunnel0/0/1 current state : UP
Line protocol current state : UP
Last line protocol up time : 2016-03-18 09:50:21
Description:HUAWEI, AR Series, Tunnel0/0/1 Interface
Route Port,The Maximum Transmit Unit is 1500
Internet Address is 100.1.1.1/24
Encapsulation is TUNNEL, loopback not set
Tunnel source 10.0.12.1 (Serial1/0/0), destination 10.0.23.3
Tunnel protocol/transport GRE/IP, key disabled
keepalive enable period 3 retry-times 3
Checksumming of packets disabled
Current system time: 2016-03-18 11:05:49
Last 300 seconds input rate 0 bytes/sec, 0 packets/sec
Last 300 seconds output rate 8 bytes/sec, 0 packets/sec
Realtime 0 seconds input rate 0 bytes/sec, 0 packets/sec
Realtime 0 seconds output rate 0 bytes/sec, 0 packets/sec
0 packets input, 0 bytes, 0 drops
503 packets output, 47444 bytes, 0 drops
Input bandwidth utilization : --

Output bandwidth utilization : --

[(=ptdes

<R1>display current-configuration

[V200R007CO0SPC600]
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#
sysname R1
#
acl number 3001
rule 5 permit gre source 10.0.12.1 0 destination 10.0.23.3 0
#
ipsec proposal tranl
esp authentication-algorithm shal
esp encryption-algorithm 3des
#
ipsec policy P1 10 manual
security acl 3001
proposal tranl
tunnel local 10.0.12.1
tunnel remote 10.0.23.3
sa spi inbound esp 12345
sa string-key inbound esp simple huawei
sa spi outbound esp 54321
sa string-key outbound esp simple huawei
#
interface Seriall/0/0
link-protocol ppp
ppp authentication-mode pap
ip address 10.0.12.1 255.255.255.0
ipsec policy P1
baudrate 128000
#
interface LoopBackO
ip address 10.0.1.1 255.255.255.0

#
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interface LoopBackl
ip address 10.0.11.11 255.255.255.0
#
interface Tunnel0/0/1
ip address 100.1.1.1 255.255.255.0
tunnel-protocol gre
keepalive period 3
source 10.0.12.1
destination 10.0.23.3
#
ospf 1 router-id 10.0.1.1
area 0.0.0.0
network 10.0.1.0 0.0.0.255
network 10.0.11.0 0.0.0.255
network 100.1.1.0 0.0.0.255
#
ospf 2 router-id 10.0.1.1
area 0.0.0.0
network 10.0.12.0 0.0.0.255
#
user-interface con 0
authentication-mode password

set authentication password cipher %$%$dD#}P<HzJ;Xs%X>hOkm!,.+Iq61QK K6tl}cc-;k_o'C.+
L%$%$

user-interface vty 0 4
authentication-mode aaa

#

return

<R2>display current-configuration
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[V200R007C00SPC600]
#
sysname R2
#
interface Serial1/0/0
link-protocol ppp
ppp pap local-user huawei password cipher %$%$u[hr6d <JVHR@->T7xr1<$.iv%$%$
ip address 10.0.12.2 255.255.255.0
#
interface Serial2/0/0
link-protocol ppp
ppp chap user huawei
ppp chap password cipher %$%$%$e{5h)gh"/UzOmUC%VEx3$4<m%$%$
ip address 10.0.23.2 255.255.255.0
#
interface LoopBackO
ip address 10.0.2.2 255.255.255.0
#
ospf 1 router-id 10.0.2.2
area 0.0.0.0
network 10.0.2.0 0.0.0.255
network 10.0.12.0 0.0.0.255
network 10.0.23.0 0.0.0.255
#
user-interface con 0
authentication-mode password

set authentication password cipher %$%$|nRPLAhr2IXi7LHDIDY/,.*%.8%h;3: hXO2dk#ikaWL*(,%
$%$

user-interface vty 0 4

#
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return

<R3>display current-configuration
[V200R007C00SPC600]
#
sysname R3
#
acl number 3001
rule 5 permit gre source 10.0.23.3 0 destination 10.0.12.1 0
#
ipsec proposal tranl
esp authentication-algorithm shal
esp encryption-algorithm 3des
#
ipsec policy P1 10 manual
security acl 3001
proposal tranl
tunnel local 10.0.23.3
tunnel remote 10.0.12.1
sa spi inbound esp 54321
sa string-key inbound esp simple huawei
sa spi outbound esp 12345
sa string-key outbound esp simple huawei
#
interface Serial2/0/0
link-protocol ppp
ppp authentication-mode chap
ip address 10.0.23.3 255.255.255.0
ipsec policy P1

#
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interface LoopBackO
ip address 10.0.3.3 255.255.255.0
#
interface LoopBackl
ip address 10.0.33.33 255.255.255.0
#
interface Tunnel0/0/1
ip address 100.1.1.2 255.255.255.0
tunnel-protocol gre
source 10.0.23.3
destination 10.0.12.1
#
ospf 1 router-id 10.0.3.3
area 0.0.0.0
network 10.0.3.0 0.0.0.255
network 10.0.33.0 0.0.0.255
network 100.1.1.0 0.0.0.255
#
ospf 2 router-id 10.0.3.3
area 0.0.0.0
network 10.0.23.0 0.0.0.255
#
user-interface con 0
authentication-mode password

set authentication password cipher %$%$W|$)M5D}v@bY*gK\;>QR,.*d;8Mp>|+EU,:~D~8b59
~.*9,%%$%$

user-interface vty 0 4
authentication-mode aaa
#

return
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BT fIZEIPv6RILE
386 4-1 EBE IPv6 R4S
FIBR

o EREEAIPVOILINEIE 5L
o EIROSPFVIEEHtMYAIERE i
e E{EDHCPVOIRSESEEIIEERELE &

o ERIPVG6 displayds<$HIER

HhiME
G0/0/0 GO0/0/0
Fe80::1 Fe80::3
LoopbackO: LoopbackO:
2001:1:A/64 2001:3:C/64
Fe80::2 G0/0/0
® LoopbackO0:
2001:2::B/64
R2
El4.1 ZREIPVOMILESLINIRFNE]
%E
=8

Bal , EIMEERIPVARILS | (BREERARELSEIX |, EIAINETE
ZMIPVAITZZEIPV6 (FAEE RIS CFEEENEME LI TIPVOMEIATIR
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TS, ALY  BFEEBEREIPVoibi S EC T SEIARIPVO RS ERMY.

RMESER

SH— ZRRIRES

MRANMESPMERNRTEERE  WNPERIFHGECE. WNRERR
FRE L LEHNEE | FEENSE2RERE,
<huawei>system-view

[huawei]sysname R1

<huawei>system-view

[huawei]sysname R2

<huawei>system-view

[huawei]sysname R3

SE— BEIPve il

EER s RIZE O _EECEIPvoEIkEAREbIL | TEFFAM=sAIG0/0/03%
MECEA SRR IELL,

[R1]ipve

[R1]interface loopback 0
[R1-LoopBack0]ipvé enable
[R1-LoopBackO]ipv6 address 2001:1::A 64
[R1]interface GigabitEthernet 0/0/0
[R1-GigabitEthernet0/0/0]ipv6 enable

[R1-GigabitEthernet0/0/0]ipv6 address fe80::1 link-local

[R2]ipv6
[R2]interface loopback 0

[R2-LoopBack0]ipvé enable
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[R2-LoopBackQ]ipv6 address 2001:2::B 64
[R2]interface GigabitEthernet 0/0/0
[R2-GigabitEthernet0/0/0]ipv6 enable

[R2-GigabitEthernet0/0/0]ipv6 address fe80::2 link-local

[R3]ipv6

[R3]interface loopback 0
[R3-LoopBackO0]ipvé enable
[R3-LoopBackO0]ipv6 address 2001:3::C 64
[R3]interface GigabitEthernet 0/0/0
[R3-GigabitEthernet0/0/0]ipv6 enable

[R3-GigabitEthernet0/0/0]ipv6 address fe80::3 link-local

BeE5ehs , EEIPVeiROER.

<R1>display ipv6 interface GigabitEthernet 0/0/0
GigabitEthernet0/0/0 current state : UP
IPv6 protocol current state : UP
IPv6 is enabled, link-local address is FE80::1
No global unicast address configured
Joined group address(es):
FF02::1:FF00:1
FF02::2
FF02::1
MTU is 1500 bytes
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds
ND retransmit interval is 1000 milliseconds

Hosts use stateless autoconfig for addresses

IPveIZEORTLUBIS IIANZMEREAE ( QNFF02::1F0FF02::2 ) kTSN
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@M ( DAD ) |, UESCAHBPERHIEEM—F /Y , LSO RISt B aIicE
(SLAAC) .

= [fgE OSPFv3

fEIRM=S EFFSOSPRV3EEE | FHEERL. R2FIR3AVEEHRRID. ASTEE
M ™EREOSPFV3HIEHEEFTB X,

[R1]ospfv3 1

[R1-ospfv3-1]router-id 1.1.1.1
[R1-ospfv3-1]quit

[R1]interface GigabitEthernet 0/0/0
[R1-GigabitEthernet0/0/0]ospfv3 1 area 0
[R1-GigabitEthernet0/0/0]quit
[R1]interface loopback 0

[R1-LoopBackO]ospfv3 1 area 0

[R2]ospfv3 1

[R2-ospfv3-1]router-id 2.2.2.2
[R2-ospfv3-1]quit

[R2]interface GigabitEthernet 0/0/0
[R2-GigabitEthernet0/0/0]ospfv3 1 area 0
[R2-GigabitEthernet0/0/0]quit
[R2]interface loopback 0

[R2-LoopBackO]ospfv3 1 area 0

[R3Jospfv3 1

[R3-ospfv3-1]router-id 3.3.3.3
[R3-ospfv3-1]quit

[R3]interface GigabitEthernet 0/0/0
[R3-GigabitEthernet0/0/0]ospfv3 1 area 0

[R3-GigabitEthernet0/0/0]quit
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[R3]interface loopback 0

[R3-LoopBackO]ospfv3 1 area 0

TER1FIR3 _L#fTdisplay ospfv3 peeris< , ZEEOSPFVIHISEERZR.
<R1>display ospfv3 peer
OSPFv3 Process (1)

OSPFv3 Area (0.0.0.0)

Neighbor ID  Pri State Dead Time  Interface Instance ID
2222 1 Full/Backup 00:00:30 GEO/0/0 0
3333 1 Full/DROther 00:00:40 GEO/0/0 0

<R3>display ospfv3 peer
OSPFv3 Process (1)

OSPFv3 Area (0.0.0.0)

Neighbor ID  Pri State Dead Time  Interface Instance ID
1111 1 Full/DR 00:00:32 GE0/0/0 0
2222 1 Full/Backup 00:00:38 GEO0/0/0 0

ALAMEREISPB/ARRAFUll , EF1R1.1.11IAEDR , AT FEA®
S EEOSPFV3IHFE,

<R1>reset ospfv3 1 graceful-restart

{£APing ipveiailixfunAitfitigittutFlLoopBack ORIk ERRE ML
BAAA.
<R1>ping ipv6 fe80::3 -i GigabitEthernet 0/0/0
PING fe80::3: 56 data bytes, press CTRL_C to break
Reply from FE80::3
bytes=56 Sequence=1 hop limit=64 time =2 ms
Reply from FE80::3

bytes=56 Sequence=2 hop limit=64 time =2 ms
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Reply from FE80::3

bytes=56 Sequence=3 hop limit=64 time = 11 ms

Reply from FE80::3

bytes=56 Sequence=4 hop limit=64 time =2 ms

Reply from FE80::3

bytes=56 Sequence=5 hop limit=64 time =2 ms
--- fe80::3 ping statistics ---

5 packet(s) transmitted

5 packet(s) received

0.00% packet loss

round-trip min/avg/max = 2/3/11 ms

<R1>ping ipv6 2001:3::C

PING 2001:3::C: 56 data bytes, press CTRL_C to break
Reply from 2001:3::C
bytes=56 Sequence=1 hop limit=64 time = 11 ms
Reply from 2001:3::C
bytes=56 Sequence=2 hop limit=64 time = 6 ms
Reply from 2001:3::C
bytes=56 Sequence=3 hop limit=64 time =2 ms
Reply from 2001:3::C
bytes=56 Sequence=4 hop limit=64 time =2 ms
Reply from 2001:3::C
bytes=56 Sequence=5 hop limit=64 time = 6 ms

--- 2001:3::C ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 2/5/11 ms
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SN EE DHCPv6 73T IPv6 ittt

ER2 EFF/EDHCPVORSS28I08E , AR CIREECEIPvOitbiL, AR EIEIPV6
Henbt BB ARIPVO I RISFIRISHKE BEEIPvolttiLEhASS
BaioERIIPveItiE ((BEARSKEIE ) LR DNSARSSSRAYIPVEItE,

[R2]dhcp enable
[R2] dhcpv6 duid |l

Warning: The DHCP unique identifier should be globally-unique and stable. Are you sure to
change it? [Y/Nly

[R2]dhcpv6 pool pooll
[R2-dhcpv6-pool-pooll]address prefix 2001:FACE::/64
[R2-dhcpv6-pool-pooll]ldns-server 2001:444e:5300::1
[R2-dhcpv6-pool-pooll]excluded-address 2001:FACE::1

[R2-dhcpv6-pool-pooll]quit

£G0/0/08ECEIPvoitbi yasthibitbrh i Skitbil , HECEDHCPVOARSS =8
DIREMFEERIMBIL B ATR.

[R2]interface GigabitEthernet 0/0/0
[R2-GigabitEthernet0/0/0]ipv6 address 2001:FACE::1 64

[R2-GigabitEthernet0/0/0]dhcpv6 server pooll

fER1FIR3 LACEDHCPVOE FinTiaE , FEENZEN TECE®IYDHCPV6
B EFRENIPvoEETHEE,

[R1]dhcp enable
[R1] dhcpv6 duid Il

Warning: The DHCP unique identifier should be globally-unique and stable. Are you sure to
change it? [Y/N]y

[R1]interface Gigabitethernet 0/0/0

[R1-GigabitEthernet0/0/0]ipv6 address auto dhcp

[R3]dhcp enable

[R3] dhcpv6 duid I
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Warning: The DHCP unique identifier should be globally-unique and stable. Are you sure to
change it? [Y/Nly

[R3]interface GigabitEthernet 0/0/0

[R3-GigabitEthernet0/0/0]ipv6 address auto dhcp

#ER2 H#i47display dhcpvé poolis , EEDHCPV6HEIEBAYEE.,
<R2>display dhcpv6 pool
DHCPv6 pool: pooll
Address prefix: 2001:FACE::/64
Lifetime valid 172800 seconds, preferred 86400 seconds
2 in use, 0 conflicts
Excluded-address 2001:FACE::1
1 excluded addresses
Information refresh time: 86400
DNS server address: 2001:444E:5300::1
Conflict-address expire-time: 172800

Active normal clients: 2

FER1F0R3 t#1f7display ipv6 interface briefi;< , EEEIDHCPV63L
ENFYIPV6itBE,

[R1]display ipv6 interface brief

*down: administratively down

(I): loopback

(s): spoofing

Interface Physical Protocol
GigabitEthernet0/0/0 up up

[IPv6 Address] 2001:FACE::2

LoopBack0 up up(s)

[IPv6 Address] 2001:1::A
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[R3]display ipv6 interface brief

*down: administratively down

(I): loopback

(s): spoofing

Interface Physical
GigabitEthernet0/0/0 up
[IPv6 Address] 2001:FACE::3

LoopBack0 up

[IPv6 Address] 2001:3::C

BB

<R1>display current-configuration

[V200R007C00SPC600]

#
sysname R1

#

ipvé

#

dhcp enable

#

ospfv3 1
router-id 1.1.1.1

#

interface GigabitEthernet0/0/0
ipv6 enable
ip address 10.0.13.1 255.255.255.0
ipv6 address FE80::1 link-local
ospfv3 1 area 0.0.0.0
ipv6 address auto dhcp

#

Protocol

up

up(s)

IR ESE
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interface LoopBackO
ipv6 enable
ip address 10.0.1.1 255.255.255.0
ipv6 address 2001:1::A/64
ospfv3 1 area 0.0.0.0

#

user-interface con 0
authentication-mode password

set authentication password

cipher %$%$dD#}P<HzJ;Xs%X>hOkm!,.+1q61QK K6tI}cc-;k_o'C.+L,%$%$

user-interface vty 0 4
authentication-mode aaa
#

return

<R2>display current-configuration
[V200R007C00SPC600]
#
sysname R2
#
ipv6
#
dhcp enable
#
dhcpvé pool pooll
address prefix 2001:FACE::/64
excluded-address 2001:FACE::1
dns-server 2001:444E:5300::1
#

ospfv3 1

LEIRE

.

=]

B RN 5

%153 )



router-id 2.2.2.2

#

interface GigabitEthernet0/0/0
ipv6 enable
ip address 10.0.13.2 255.255.255.0
ipv6 address 2001:FACE::1/64
ipv6 address FE80::2 link-local
ospfv3 1 area 0.0.0.0
traffic-filter inbound acl 3000
dhcpv6 server pooll

#

interface LoopBackO
ipv6 enable
ip address 10.0.2.2 255.255.255.0
ipv6 address 2001:2::B/64
ospfv3 1 area 0.0.0.0

#

user-interface con 0
authentication-mode password

set authentication password cipher %$%$|nRPLAhr2IXi7LHDID!/,.*%.8%h;3: hX02dk#ikaWL*(,%
$%$

user-interface vty 0 4

#

return

<R3>display current-configuration
[V200R007C00SPC600]
#

sysname R3

#
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ipvé

#

dhcp enable

#

ospfv3 1
router-id 3.3.3.3

#

interface GigabitEthernet0/0/0
ipv6 enable
ip address 10.0.13.3 255.255.255.0
ipv6 address FE80::3 link-local
ospfv3 1 area 0.0.0.0
ipv6 address auto dhcp

#

interface LoopBackO
ipv6 enable
ip address 10.0.3.3 255.255.255.0
ipv6 address 2001:3::C/64
ospfv3 1 area 0.0.0.0

#

user-interface con 0
authentication-mode password

set authentication password cipher %$%$W|$)M5D}v@bY*gK\;>QR,.*d;8Mp>|+EU,:~D~8b59
~.*g,%$%$

user-interface vty 0 4
authentication-mode aaa
#

return
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